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PROBLEM TO BE SOLVED: To obtain the digital literary production recording 
medium which is digital literary production is recorded in optimum digital structure 
in terms of both security and use. 

SOLUTION: Digital literary production data ciphered by using different file keys 
by files are recorded as files and in ciphered file key fields 21 1 in file etries as 
management information for access corresponding to the files, ciphered file keys 
obtained by ciphering the file keys by using media characteristic keys as a key 
characteristic of the recording medium are recorded. 
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CLAIMS 



[Claim(s)] 

[Claim 1] It is the digital work record medium which recorded as a file the digital 
work data enciphered using the 1st key and in which computer reading is 
possible. The management information field as a logical field which recorded the 
management information which corresponds to said file and includes the 
information about the record location of the file concerned is included. Said 
management information field is a digital work record medium characterized by 
including the field which recorded further the 1st key of encryption which 
enciphers said 1st key using the 2nd key. 

[Claim 2] Said 2nd key is a digital work record medium according to claim 1 
characterized by what is independently recorded on the field different from the 
1st key of encryption. 

[Claim 3] Said management information field is a digital work record medium 
according to claim 1 or 2 characterized by including the field which recorded the 
encryption existence flag which shows whether the content of the field which 



recorded said 1st key of encryption is still more effective. 
[Claim 4] Said management-information field is the digital work record medium 
characterized by to include the field which recorded the information showing said 
digital watermarking further including the management-information field as a 
logical field which is the digital work record medium which recorded as a file the 
digital work data with which digital watermarking was embedded, and in which 
computer reading is possible, and recorded the management information which 
corresponds to said file and includes the information about the record location of 
the file concerned. 

[Claim 5] it is the digital work record medium according to claim 4 which said 
digital watermarking is the information about said digital work copy-of-data 
propriety, and is characterized by the information showing said digital 
watermarking being encryption digital watermarking which enciphers said digital 
watermarking using the 2nd key. 

[Claim 6] It is the digital work record medium which recorded as a file what 
enciphered the digital work data with which digital watermarking was embedded 
using the 1st key and in which computer reading is possible. The management 
information field as a logical field which recorded the management information 
which corresponds to said file and includes the information about the record 
location of the file concerned is included. Said management information field is a 
digital work record medium characterized by including the field which recorded 
further the 1st key of encryption which enciphers said 1st key using the 2nd key, 
and the field which recorded what enciphered said digital watermarking using 
said 1st key or said 2nd key. 

[Claim 7] Said management information field is a digital work record medium 
according to claim 6 characterized by including the field which enciphered and 
recorded what doubled said 1st key and said digital watermarking using said 2nd 
key. 

[Claim 8] Said digital work record medium is a digital work record medium 
according to claim 4 characterized by having the active component which 



performs mutual recognition further between the equipment which accesses the 
digital work record medium concerned. 

[Claim 9] Said digital work record medium has the active component which 
performs mutual recognition further between the equipment which accesses the 
digital work record medium concerned. Said 2nd key A digital work record 
medium given in claims 1-3 which are the keys of a value peculiar to said digital 
work record medium, and are characterized by transmitting to said equipment 
what enciphered said 2nd key from said digital work record medium in the 
process of said mutual recognition, and any 1 term of 5-7. 
[Claim 10] Said file is Universal. Disk It is recorded according to Format and said 
management information field is Universal. Disk The field which is a file entry in 
Format and recorded said 1st key of encryption is a digital work record medium 
according to claim 1 characterized by being an extended attribute field in said file 
entry. 

[Claim 11] The field which said file was recorded according to the FAT mold 
format in said digital work record medium, and said management information 
field is a directory item in a FAT mold format of JIS-X-0605 specification, and 
recorded said 1st key of encryption is a digital work record medium according to 
claim 1 characterized by being a free space in said directory item. 
[Claim 12] An authentication means to be the recording device which records as 
a file the digital work data enciphered after the authentication success on a 
record medium equipped with the active component which has an authentication 
function, and to perform said record medium and mutual recognition, A file record 
means to record on said record medium by considering said digital work 
enciphered using the 1st key as a file, The recording device characterized by 
being one logically, and including said 1st key enciphered using the 2nd key, and 
the information about the record location of said file in the management 
information field corresponding to the file concerned by 1 to 1 , and recording 
them on said record medium. 

[Claim 13] The digital work data which were equipped with the active component 



which has an authentication function, and were enciphered using the 1st key are 
recorded as a file, and from the record medium with which what said 1st key was 
enciphered as using the 2nd key, and the information about the record location of 
the file concerned are recorded on the logical management information field An 
authentication means to be the regenerative apparatus which reads and decodes 
the enciphered digital work data concerned, and is reproduced after an 
authentication success, and to perform said record medium and mutual 
recognition, A 1st key decode means to read said 1st enciphered key which is 
recorded on said management information field, and to decode using said 2nd 
key, The regenerative apparatus characterized by having a data decode 
playback means to decode and reproduce using the 1st key which read the 
enciphered digital work data which are recorded as said file, and was decoded by 
said 1st key decode means. 

[Claim 14] The digital work data which were equipped with the active component 
which has an authentication function, and were enciphered using the 1st key are 
recorded as a file, and from the record medium with which the deletion 
information which shows whether what said 1st key was enciphered as using the 
2nd key, the information about the record location of the file concerned, and the 
file concerned are deleted is recorded on the logical management information 
field An authentication means to be deletion equipment which deletes the 
enciphered digital work data concerned logically after an authentication success, 
and to perform said record medium and mutual recognition, Read said 1st 
enciphered key which is recorded on said management information field, and 
said 1st key decoded and obtained using said 2nd key is enciphered with said 
2nd key and the 3rd different key. the deletion equipment characterized by 
updating so that the purport from which it records on said location which carried 
out reading appearance, and a file is deleted in said deletion information in said 
management information field may be shown. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the access equipment to the 
record medium concerned, concerning the DS of the record medium for 
recording a digital work. 
[0002] 

[Description of the Prior Art] Contents, such as music which is a digital work, 
come to be distributed by development of a multimedia network technique 
through the Internet etc. in recent years, and it has become possible to touch the 
music in the world etc. at a house. Moreover, such a music content etc. can also 
be recorded on storages, such as semiconductor memory. Reading appearance 
of the contents, such as music recorded on record media, such as semiconductor 
memory, is carried out with the music regenerative apparatus of for example, a 
pocket mold, and they are reproduced. 

[0003] By the way, when recording data on a record medium, it is collected in 
content, and since it is [ a certain data ] handling-easy and they are carried out in 
the unit, using the concept of a file, file which is a settlement of data, and 
management information for managing a file can be made into a pair, and can be 
recorded on a record medium. Management information is information which 
shows attributes and sizes, such as access propriety about a file, a file location, 
etc., and can perform access to a file by referring to this management information. 
[0004] The digital work recorded on a record medium should be effectively 
protected from unjust utilization, and in order to realize safe positive contents 
distribution through the Internet etc., security techniques, such as encryption and 
digital watermarking, are used. 
[0005] 

[Problem(s) to be Solved by the Invention] However, although the security 



technique about contents distribution was developed conventionally, the format 
at the time of recording contents on a record medium, i.e., somatization of the 
above-mentioned security technique about the DS of a record medium, is 
inadequate, and when recording contents as a file now, the optimal DS for 
attaining protection of the author of contents and a rightful claimant and easy- 
ization of utilization of contents is searched for. 

[0006] Then, this invention is made in view of such a request, and aims at 
offering the digital work record medium with which the digital work was recorded 
by the optimal DS in the security side and the utilization side. 
[0007] 

[Means for Solving the Problem] The digital work record medium applied to this 
invention in order to solve the above-mentioned technical problem It is the digital 
work record medium which recorded as a file the digital work data enciphered 
using the 1st key and in which computer reading is possible. The management 
information field as a logical field which recorded the management information 
which corresponds to said file and includes the information about the record 
location of the file concerned is included. It is characterized by said management 
information field including the field which recorded further the 1st key of 
encryption which enciphers said 1st key using the 2nd key. 
[0008] By the above-mentioned configuration, since the 1st key used for 
encryption of the content of the file is recorded on the management information 
field which is a logical field, it cannot be dependent on characteristic DS, such as 
contents which are not dependent on the physical structure of a record medium, 
and serve as a file content, etc., and the 1st key, i.e., a file key, can be 
enciphered and recorded. Moreover, the digital work record medium concerning 
this invention is the digital work record medium which recorded as a file the 
digital work data with which digital watermarking was embedded and in which 
computer reading is possible, and it is characterized by for said management- 
information field to include the field which recorded the information showing said 
digital watermarking further including the management-information field as a 



logical field which recorded the management information which corresponds to 
said file and includes the information about the record location of the file 
concerned. 

[0009] Since digital watermarking is recorded all over the management 
information field in a record medium by the above-mentioned configuration, the 
equipment which performs the copy of the file in the record medium concerned 
etc. does not need to extract digital watermarking from the enciphered digital 
work data which are a file content directly, and refer to the digital watermarking 
for it easily by it. Although it has the fault that the circuit magnitude of the circuit 
for a digital-watermarking extract is also large, its power consumption is also high, 
and an extract takes time amount, when it is not necessary to build in the circuit 
for a digital-watermarking extract, and small lightweight-ization can be attained 
and said digital watermarking includes the information about the copy propriety of 
a file, since said equipment can refer to the digital watermarking concerned 
easily, according to this invention, the quick copy of it etc. is attained. 
[0010] 

[Embodiment of the Invention] Hereafter, the DS of the digital work record 
medium concerning this invention is explained using a drawing. 
<Gestalt 1 of operation> <DS in 1. flash memory> drawing 1 is drawing showing 
the logical DS of the digital work record medium (flash memory) concerning the 
gestalt 1 of operation of this invention. 

[001 1] The flash memories shown in this drawing are some IC cards (henceforth 
a memory card) which can record a digital work, and are flash memories with the 
storage capacity which is 64 megabytes [ read-out / data / megabytes / writing 
and read-out ]. In addition, a memory card is the configuration of several mm in 
thickness, and 2cm four-way-type extent of every direction, and has an active 
component with functions other than a flash memory, such as an access control 
of mutual recognition and a flash memory. 

[0012] Various information is stored in a flash memory in a logical format similar 
to UDF (Universal Disk Format), namely, a part of volume structure information 



101 and volume structure information - a file entry 130, data 140 and 150, and 
160 grades are stored if needed besides a copy 102, the file set descriptor 103, 
the file entry 1 10 of the root, and the directory data 120. 
[0013] The volume structure information 101 is the information about the whole 
record medium, and includes information, such as whole capacity. The file set 
descriptor 103 includes information, such as a character code used for the 
information which shows arrangement of the file entry 1 1 0 of the root, or a file 
name. The file entry 1 10 of the root is a file entry of a root directory, and shows 
arrangement of the directory data 120. 

[0014] The directory data 120 are the set of the file identification descriptors 121, 
122, and 123 which show arrangement and the file name of a file entry. Signs 
that the file identification descriptor 122 includes the information which shows 
arrangement of a file entry 130 are shown in this drawing. A file entry 130 
includes the information which shows arrangement of the data 140, 150, and 160 
which constitute a file. In addition, a file entry serves as data or directory data, 
and a pair, and exists. 

[0015] Drawing 2 is drawing showing the DS of a file entry. A file entry The 
DescriptorTag field 201, the ICBTag field 202, the Uid field 203, the Gid field 204, 
the AccessTime field 205, the ModificationTime field 206, The UniquelD field 207, 
the LengthOfExtendedAttributes field 208, the LengthOfAllocationDescriptors 
field 209, the encryption attribute field length field 210, It is a thing containing the 
encryption file key field 21 1, the encryption WM field 212, and the] field 213 and 
ExtendedAttributes[AllocationDescriptors[] field 214 grade. The size is 2048 
bytes fundamentally. It is the part from which the encryption attribute field length 
field 210, the encryption file key field 211, and the encryption WM field 212 are 
different from UDF, and serve as the description of this invention. 
[0016] The ICBTag field 202 is the field which stores the information which shows 
a file type and an attribute, it is the field which stores the predetermined identifier 
which shows that the DescriptorTag field 201 is a file entry, and the Gid field 204 
is [ the Uid field 203 is the field which stores the identifier of the owner of a file, 



and ] the field which stores the identifier of the group of a file. 

[0017] The AccessTime field 205 is the field which stores the information which 

shows the time of day which read the file, the ModificationTime field 206 is the 

field which stores the information which shows the time of day which updated the 

file, and the UniquelD field 207 is the field which stores the identifier of a file 

proper. 

[0018] ExtendedAttributes[] The field 213 is the field which can store two or more 
information which shows an extended attribute, and the 
LengthOfExtendedAttributes field 208 is the field which stores the area size of 
the ExtendedAttributesQ field 213. The AllocationDescriptors 
[Allocationdescriptors[of file entry 130 which the] field 214 is the field which 
stores information which shows arrangement of file, for example, is shown in 
drawing 1 ] field stores the information which shows arrangement of data 140, 
150, and 160. The LengthOfAllocationDescriptors field 209 is the field which 
stores the area size of the Allocationdescriptorsrj field 213. 
[0019] The encryption file key field 21 1 64 bit data obtained as a resuii of 
enciphering with a DES (Data Encryption Standard) algorithm to the 56-bit file 
key which is a key used for the data encryption which is the content of the file (it 
is hereafter called an encryption file key.) It is digital watermarking (it is hereafter 
called WM (WaterMark).) which is 8 bytes of field to store and is contained in the 
data whose encryption WM field 212 is the content of the file. It is 8 bytes of field 
which stores what was extracted and enciphered. Here, WM shall consider as 
the 2 same bit data as CGMS (Copy Generation Management System) currently 
embedded to contents data in DVD, and shall store in the encryption WM field 
212 64 bit data (henceforth Encryption WM) obtained by enciphering with a DES 
algorithm to the 2 bit data concerned. 

[0020] In addition, 2 bit data of CGMS being copied copy freedom (Free), the 
prohibition (Never) on a copy, and once (One Copy) and the value which means 
either of the prohibitions (No More Copy) on the further copy by copy ending 
once are taken. Moreover, it is shown whether the encryption attribute field 



length field 210 has the effective value which stored the size of the encryption file 
key field 21 1 and the encryption WM field 212, and was stored in these fields, 
when a value is 16, an encryption file key and Encryption WM are effective, and 
when a value is 0, an encryption file key and Encryption WM mean an invalid 
thing. 

[0021] Drawing 3 is drawing showing the DS of a file identification descriptor. A 
file identification descriptor constitutes the directory data 120 (refer to drawing 1 ), 
and including the information indicating a file entry, as shown in drawing 3 , it 
consists of the FileCharacteristics field 301, the ICB field 302, and Fileldentifier 
field 303 grade. It is the field which stores the block address the ICB field 302 
indicates arrangement of a file entry to be here, and the FileCharacteristics field 
301 is the field which stores the information a file indicates it to be whether it is a 
deleted file or it is a directory, and the Fileldentifier field 303 is the field where the 
information which shows a file name or a directory name is stored. 
[0022] The music content record system which records a music content by the 
DS mentioned above to the memory card is explained beiow <2. music content 
record system>. 

<2-1 . configuration> drawing 4 is the external view of a music content record 
system. 

[0023] The music content record system 1000 is a system which records the 
music content which received through the communication line 1001 on a memory 
card 1300. In addition, a personal computer 1100 can also reproduce the music 
content which received through a loudspeaker 1 193. As the memory card 1300 
was mentioned above, it is the medium which can record a music content 
including a flash memory, and a user can enjoy the music played through 
headphone etc. by inserting the memory card 1300 on which the music content 
was recorded in regenerative apparatus, such as a portable player. 
[0024] As shown in this drawing, the music content record system 1000 consists 
of a personal computer 1 100 equipped with a display 1 191 and a keyboard 1 192, 
and a memory card writer 1200 inserted in this. A personal computer 1 100 



contains CPU, memory, a hard disk, etc., and is connected with the 
communication line 1001 , and it has the memory card writer insertion opening 
1 195 which is the so-called PC Card slot. 

[0025] The memory card writer 1200 is the so-called PC card, and has the 
memory card insertion opening 1299 for inserting a memory card. Drawing 5 is 
the functional block diagram of the memory card writer 1200. In addition, 
functional block of a memory card 1300 is also shown in this drawing. Although 
the directions which a personal computer 1100 should download a music content 
from a communication line, and should record a specific music content on the 
predetermined pass of a memory card 1300 are given to the memory card writer 
1200, in response, the memory card writer 1200 incorporates the specific music 
content enciphered from the personal computer 1 100, decodes a music content, 
and has the function which gives encryption further for medium record etc. and is 
recorded on a memory card 1300. A specific music content is a music content of 
one music, and says the directory and file name in which predetermined pass 
stores a file. 

[0026] In order to realize the above-mentioned function, the memory card writer 
1200 It is what is equipped with an authentication circuit, WM extract circuit, a 
memory card interface circuitry, memory, CPU, etc. as hardware. Functionally 
The contents decode section 1201 which decodes the music content enciphered 
in order to secure the safety of the negotiation on a network, It has WM extract 
section 1202 which extracts WM for CGMS currently embedded at the music 
content as 2 bit data, and the Records Department 1210 which performs record 
to the memory card 1300 of a music content. 

[0027] The Records Department 1210 has memorized the master key 121 1 
which is a peculiar key for encryption for every manufacturer, and has the file 
system 1220 containing the authentication section 1212, the media proper key 
storing section 1213, the file key generation section 1214, a file key and WM 
encryption section 1215, the contents encryption section 1216, and the logic 
access-control section 1221 and the physical access-control section 1222. 



[0028] The authentication section 1212 performs a memory card 1300 and 
mutual recognition, obtains the media proper key which is a value peculiar to a 
memory card 1300 in the process of the mutual recognition using the master key 
121 1 , and stores it in the media proper key storing section 1213 which is one 
field of memory. In addition, mutual recognition means attesting mutually the 
justification of the both sides of access equipment to a memory card and it here. 
[0029] The file key generation section 1214 is what generates the 56-bit file key 
which is key data for encryption of the music content of one music based on a 
random number etc. The contents encryption section 1216 is what enciphers 
using a file key and outputs the music content decoded by the contents decode 
section 1201 to the logic access-control section 1221. The file key by which a file 
key and WM encryption section 1215 were generated by the file key generation 
section 1214, It enciphers with a DES algorithm using the media proper key in 
which it was stored by the media proper key storing section 1213, respectively, 
and WM extracted by WM extract section 1202 is outputted to the logic access- 
control section 1221 as 64-bit data, respectively. 

[0030] The logic access-control section 1221 performs access directions in the 
physical access-control section 1222 so that the enciphered music content which 
was outputted to the memory card 1300 by the contents encryption section 1216 
by the logical format shown in drawing 1 and drawing 2 may be recorded as data 
of a file unit and the encryption file key and Encryption WM which were outputted 
by a file key and WM encryption section 1215 may be recorded as a part of file 
entry. 

[0031] Moreover, in response to the access directions by the logic access-control 
section 1221, to the access-control section 1320 which manages the access 
control of a flash memory 1330 in a memory card 1300, the physical access- 
control section 1222 is a block unit, specifies a block address and directs data 
read-out or writing. In addition, a block is a physical access unit in a flash 
memory 1330, and size is 2048 bytes. 

[0032] On the other hand, a memory card 1300 is equipped with the 



authentication section 1310 for performing mutual recognition with the access 
equipment to the memory card of memory card writer 1200 grade, the flash 
memory 1330 which can memorize data, and the access-control section 1320 
which performs control of a flash memory 1330. In addition, drawing 6 is drawing 
having shown the internal configuration of a memory card 1300. Paying attention 
to the memory card 1300, it has expressed with the structure side to this drawing, 
and they are the authentication IN in this drawing, Authentication OUT, CLOCK, 
and ADDRESS. IN, DATA IN/OUT is an external pin and serves as a contact with 
the access equipment to the memory card concerned. 
[0033] The authentication section 1310 is memorized into the part to which a 
user cannot access a master key peculiar to a manufacturer etc., and the media 
proper key 1312 of a medium proper, and performs a memory card writer etc. 
and mutual recognition with a challenge response procedure using these. In the 
process of mutual recognition, the authentication section 1310 transmits the 
media proper key (henceforth an encryption media proper key) enciphered using 
the master key to the authentication section 1212 of the memory card writer 1200, 
and the authentication section 1212 of the memory card writer 1200 decodes an 
encryption media proper key using the master key 121 1, and it stores it in the 
media proper key storing section 1213. 

[0034] The exterior carries out serial transmission of the data, and the access- 
control section 1320 writes a flash memory 1330 in the location which carries out 
parallel conversion of the serial data, and is shown by the block address 
concerned in a flash memory 1330, when parallel transmission is performed, a 
certain block address is specified from the physical access-control section 1222 
of the memory card writer 1200 and serial data is sent per block. 
[0035] Record processing of the music content to the memory card 1300 made 
by the memory card writer 1200 is explained below <record actuation of 2-2. 
data>. Drawing 7 is drawing showing the flow and reference data of the 
processing about record of the music content to a memory card 1 300. 
[0036] As shown in this drawing, record of the music content to a memory card 



1300 is realized by authentication and the media proper key decode processing 
step S1510, an extract and file key of the file key generation processing steps 
S1520 and WM, and the encryption processing step S1530 of WM, and the 
record processing step S1540. The record processing step S1540 consists of a 
file entry write-in processing step S1541 , and encryption of contents and the 
write-in processing step S1542 here. 

[0037] The carrier beam memory card writer 1200 performs mutual recognition 
for record directions of a specific music content between the authentication 
sections 1310 of a memory card 1300 by the authentication section 1212 from a 
personal computer 1 1 00, the encryption media proper key 1391 is obtained from 
a memory card 1300, and the media proper key 1601 which is the result of 
decoding this using the master key 1211 is stored in the media proper key storing 
section 1213 (step S1510). 

[0038] The file key generation section 1214 generates the file key 1602 based on 
a random number after authentication and the media proper key decode 
processing step S1510 (step S1520). After the file key 1602 is generated, a fiie 
key and WM encryption section 1215 encipher WM extracted from the music 
content by WM extract section 1202, and the file key 1602 using the media 
proper key 1601 , and generates the encryption file key 1603 and encryption 
WM1604 (step S1 530). 

[0039] The memory card writer 1200 after the encryption file key 1603 and 
generation of encryption WM1604 The pass information directed in the personal 
computer 1 1 00 is followed using a file system 1 220. A file entry including the 
encryption file key 1603 and encryption WM1604 is written in the flash memory 
1330 of a memory card 1300 (step S1541). By moreover, the contents encryption 
section 1216 It enciphers using the file key 1602 and the contents outputted from 
the contents decode section 1201 are written in a flash memory 1330 (step 
S1542). 

[0040] In the file entry write-in processing step S1541, the memory card writer 
1200 stores the encryption file key 1603 and encryption WM1604, and stores 16 



as a value of the encryption attribute field length field so that it may become the 
format shown in drawing 2 to the logic access-control section 1221 of a file 
system 1220. In addition, in the record processing step S1540, the information on 
others in a file entry follows a predetermined regulation, and is generated and 
updated. For example, the block address which has arranged the enciphered 
music content is stored in the AllocationDescriptors[] field. Moreover, on the 
occasion of file entry writing, additional storing of the file identification descriptor 
which set up the information which shows arrangement of a file name or a file 
entry is carried out to directory data. 

[0041] Thus, the data which are a music content will be stored in the flash 
memory 1330 of a memory card 1300 by DS as shown in drawing 1 . 
The memory card player which is beginning to read the music content recorded 
on the memory card by the music content record system mentioned above below 
<3. memory card player>, and plays music is explained. 
[0042] <3-1 . configuration> drawing 8 is the external view of a memory card 
player. The memory card player 2000 shown in this drawing can insert the 
memory card of two sheets, and it is equipment of the pocket mold which can 
edit playback of the music content recorded on the memory card, the copy of a 
music content, migration, etc., and has the liquid crystal display section 2001, a 
manual operation button 2002, and the memory card insertion openings 201 1 
and 2012, and headphone 2020 are connected. 

[0043] A user can perform playback or edit directions by operating a manual 
operation button 2002, referring to the user interface display displayed on the 
liquid crystal display section 2001 , and he can listen to the music outputted from 
headphone 2020, looking at the music name displayed on the liquid crystal 
display section 2001 . Drawing 9 is the functional block diagram of the memory 
card player 2000. 

[0044] In addition, functional block of a memory card 1300 is also shown in this 
drawing. In hardware the memory card player 2000 It is a thing equipped with an 
authentication circuit, a memory card interface circuitry, a D/A converter, memory, 



CPU, etc. functionally The master key 2101 is memorized. The authentication 
section 2102 and the media proper key storing section 2103, A file key and WM 
decode section 2110, and the contents decode section 21 1 1 , It has the file 
system 2140 containing WM storing section 2112, the encryption section 2120 
for deletion, the processing section 2130 for a copy, and the logic access-control 
section 2141 and the physical access-control section 2142, and the playback 
section 2150. 

[0045] Since the master key 2101, the authentication section 2102, and the 
media proper key storing section 2103 are functionally equivalent to the master 
key 1211 in the memory card writer 1200, the authentication section 1212, and 
the media proper key storing section 1213, explanation is omitted here. As for a 
file key and WM decode section 21 10, reading appearance of the file entry in the 
flash memory 1330 of a memory card 1300 is carried out by the logic access- 
control section 2141. If the encryption file key in a file entry and Encryption WM 
can be given The media proper key stored in the media proper key storing 
section 2103 by the authentication section 2102 is used. These are decoded, a 
file key is outputted to the contents decode section 21 1 1 , or the processing 
section for a copy and the encryption section 2120 for deletion, and WM is 
outputted to WM storing section 21 12 which is one field of memory. In addition, 
when playback of a music content is required, the contents decode section 2111 
is made to output a file key to a file key and WM decode section 21 10, in 
response to user actuation, when the music content in a memory card needs a 
copy or moving, a file key is outputted to the processing section 2130 for a copy, 
and a memory card player outputs a file key to the encryption section 2120 for 
deletion, when migration or deletion is required. 

[0046] If reading appearance of the enciphered music content which is a file in a 
flash memory 1330 is carried out by the logic access-control section 2141 and 
the contents decode section 21 1 1 is given, it will decode the enciphered music 
content using the file key outputted by a file key and WM decode section 21 10, 
and will output it to the playback section 2150. 



[0047] A D/A converter etc. is realized, and the playback section 2150 changes 
and outputs a music content to the sound signal for a headphone input. From the 
memory card 1300 on which data are recorded in the logical format shown in 
drawing 1 and drawing 2 , the logic access-control section 2141 performs access 
directions in the physical access-control section 2142 so that a file entry, the data 
which are a file may be read. 

[0048] In response to the access directions by the logic access-control section 
2141, to the access-control section 1320 which manages the access control of a 
flash memory 1330 in a memory card 1300, the physical access-control section 
2142 is a block unit, specifies a block address and directs data read-out or 
writing. In case the encryption section 2120 for deletion deletes a moved material 
file with migration when deleting the file of the music content currently recorded 
in the memory card or, it enciphers a file key using a certain key of the others 
which are not media proper keys, and writes the encryption file key obtained by 
this in the encryption file key field of a file entry through the logic access-control 
section 2141. 

[0049] After the processing section 2130 for a copy judges copy propriety of a 
music content and changes the value of WM with reference to WM stored in WM 
storing section 21 12 if needed, a media proper key is used for it, it enciphers, 
generates Encryption WM, and it records Encryption WM as a value of the 
encryption WM field of the file entry of a copy place through the logic access- 
control section 2141. 

[0050] Regeneration of the music content recorded on the memory card 1300 
made by the memory card player 2000 is explained below <playback of 3-2. 
data>. Drawing 10 is drawing showing the flow and reference data of the 
processing about playback of a music content which were recorded on the 
memory card 1 300. 

[0051] As shown in this drawing, playback about the enciphered music content 
which is data recorded on the memory card 1300 as a file is realized by 
authentication and the media proper key decode processing step S2510, the file 



entry read-out processing step S2520, the file key decode processing step 
S2530, and read-out of data, and decode and the regeneration step S2540 of 
contents. 

[0052] The media proper key 2601 which is the result of the carrier beam 
memory card player's 2000 performing mutual recognition for playback directions 
of a specific file between the authentication sections 1 310 of a memory card 
1300 by the authentication section 2102, obtaining the encryption media proper 
key 1391 from a memory card 1300, and decoding this using the master key 
2101 by the user is stored in the media proper key storing section 2103 (step 
S2510). 

[0053] The memory card player 2000 reads the file entry used as the file in which 
playback directions were done by the user in a flash memory 1330, and a pair 
through a file system 2140 after authentication and the media proper key decode 
processing step S2510 (step S2520). Here, the encryption file key 2602 is 
contained in the read file entry. In addition, in the case of read-out of a file entry, 
the file identification descriptor which shows the arrangement is referred to. For 
example, in order to read the file entry 130 shown in drawing 1 , it is necessary to 
carry out sequential access to the file set descriptor 1 03, the file entry 1 1 0 of a 
root directory, and the file identification descriptor 122. 

[0054] After read-out of a file entry, by the file key and WM decode section 2110, 
the memory card player 2000 decodes the encryption file key 2602 using the 
media proper key 2601 , and generates the file key 2603 (step S2530). Thereby, 
the file key 2603 is outputted to the contents decode section 21 1 1 . In step S2530, 
it checks that the content of the encryption attribute field length field in a file entry 
is 16, and when it is 16, the encryption file key of encryption file key field will be 
referred to. In addition, when the content of the encryption attribute field length 
field is not 16, the content of the file which is invalid as for the content of the 
encryption field, and serves as a file entry and a pair in this case is not 
enciphered. For example, the file in which the data in which the list of a music 
name or players is shown were stored is not enciphered. 



[0055] After generation of the file key 2603, the memory card player 2000 reads 
the data which are the music content enciphered through the file system 2140 
with reference to the AllocationDescriptorsQ field of a file entry from a flash 
memory 1 330, inputs them into the contents decode section 21 1 1 , is made to 
decode by the contents decode section 21 1 1 using the file key 2603, obtains the 
raw music content 2604, and sends it to the playback section 2150 (step S2540). 
[0056] Thus, the music content currently recorded on the flash memory 1330 of a 
memory card 1300 by DS as shown in drawing 1 will be reproduced. 
The copy processing to the memory card 1400 of the data recorded on the 
memory card 1300 made by the memory card player 2000 as a file, i.e., the 
enciphered music content, is explained below a <3-3. copy of data>. 
[0057] Drawing 1 1 is drawing showing the flow and reference data of the 
processing about the copy of data from a memory card 1300 to a memory card 
1400. As shown in this drawing, the copy of the file from a memory card 1300 to 
a memory card 1400 is realized by authentication and the media proper key 
decode processing step S3010, the file entry read-oui processing step S3020, a 
file key and WM decode processing step S3030, and encryption and file entry 
and the copy-of-data processing step S3040 of WM check, a file key, and WM. 
[0058] Copy directions of the purport which should copy the specific file in a 
memory card 1300 to the specific pass in a memory card 1400 by the user the 
carrier beam memory card player 2000 The authentication section 2102 performs 
mutual recognition between the authentication sections 1310 of a memory card 
1300. The encryption media proper key 1391 is obtained from a memory card 
1300. The media proper key 3101 which is the result of decoding this using the 
master key 2101 is stored in the media proper key storing section 2103. 
Moreover, also between the authentication sections 1410 of a memory card 1400, 
mutual recognition is performed and the media proper key 3105 of a memory 
card 1400 is similarly stored in the media proper key storing section 2103 (step 
S3010). 

[0059] The memory card player 2000 reads the file entry used as the copied 



material file specified by the user in a flash memory 1330, and a pair through a 
file system 2140 after authentication and the media proper key decode 
processing step S3010 (step S3020). In addition, in the read file entry 3102, as 
shown in drawing 2 , an encryption file key and Encryption WM are included. 
[0060] The memory card player 2000 decodes the encryption file key and 
Encryption WM which are included in a file entry 3102 by the file key and WM 
decode section 21 1 0 after read-out of a file entry using the media proper key 
3101 of a memory card 1300, WM3103 obtained as a result of decode is stored 
in WM storing section 21 12, and the file key 3104 obtained as a result of decode 
is outputted to the processing section 2130 for a copy (step S3030). 
[0061] After storing WM3103 in WM storing section 21 12, the memory card 
player 2000 performs copy-of-data processing by the processing section 2130 for 
a copy with encryption and the file entry of WM check and the file key which are 
shown below, and WM (step S3040). Drawing 12 is a flow chart which shows 
encryption of WM check, a file key, and WM, and a file entry and copy-of-data 
processing. 

[0062] The processing section 2130 for a copy distributes processing with the 
value of WM with reference to WM3103 stored in WM storing section 21 12 (step 
S3041). When WM3103 shows Free, it enciphers the file key 3104 and WM3103 
using the media proper key 3105 of the memory card 1400 which is a copy place 
(step S3043), and creates a file entry with a file system 2140 to the flash memory 
1430 of a memory card 1400 used as a copy place (step S3044). Creation of this 
file entry is performed by writing WM and the file key which were enciphered by 
step S3043 in the encryption WM field in a file entry 3102, and encryption file key 
field, and writing required information in other fields. The processing section 2130 
for a copy copies the specific file of the memory card 1 300 which is a copied 
material through a file system 2140 after creation of a file entry to the specific 
pass of the memory card 1400 which is a copy place, and the file entry created 
by step S3044 if needed is updated (step S3045). 

[0063] Moreover, it sets to step S3041 and WM3103 is One. When Copy is 



shown, it is No about the value of WM3103. More Step S3043 which changed 
into the value which shows Copy and was mentioned above after that - step 
S3045 are processed. Moreover, it sets to step S3041 and WM3103 is Never or 
NoMore. When Copy is shown, processing of step S3043 - step S3045 is 
skipped, and processing is ended. 

[0064] Thus, the data which are one file stored in the flash memory 1330 of a 
memory card 1300 are copied to the flash memory 1430 of a memory card 1400. 
The migration processing to the memory card 1400 of the data recorded on the 
memory card 1300 made by the memory card player 2000 as a file, i.e., the 
enciphered music content, is explained below <migration of 3-4. data>. Migration 
is realized by deleting the file of a copied material after the above-mentioned 
copy. 

[0065] Drawing 1 3 is drawing showing the flow and reference data of the 
processing about migration of the data from a memory card 1300 to a memory 
card 1400. In addition, in this drawing, the same sign as it in drawing 1 1 is 
attached about the thing equivalent to the case of processing of the copy of data 
from the above-mentioned memory card 1300 to a memory card 1400. 
[0066] As shown in this drawing, migration of the file from a memory card 1300 to 
a memory card 1400 is realized by authentication and the media proper key 
decode processing step S3010, the file entry read-out processing step S3020, a 
file key and WM decode processing step S3030, encryption and the file entry of 
WM check, a file key, and WM, and the copy-of-data processing step S3040, and 
file key encryption and the update process step S3550. 
[0067] Migration directions of the purport which should move the specific file in a 
memory card 1300 to the specific pass in a memory card 1400 by the user the 
carrier beam memory card player 2000 The authentication section 2102 performs 
mutual recognition between the authentication sections 1310 of a memory card 
1300. The encryption media proper key 1391 is obtained from a memory card 
1300. The media proper key 3101 which is the result of decoding this using the 
master key 2101 is stored in the media proper key storing section 2103. 



Moreover, also between the authentication sections 1410 of a memory card 1400, 
mutual recognition is performed and the media proper key 3105 of a memory 
card 1400 is similarly stored in the media proper key storing section 2103 (step 
S3010). 

[0068] The memory card player 2000 reads the file entry used as the copied 
material file specified by the user in a flash memory 1330, and a pair through a 
file system 2140 after authentication and the media proper key decode 
processing step S3010 (step S3020). In addition, in the read file entry 3102, as 
shown in drawing 2 , an encryption file key and Encryption WM are included. 
[0069] After read-out of a file entry, the memory card player 2000 decodes the 
encryption WM included in a file entry 3102 by the file key and WM decode 
section 21 10 using the media proper key 3101 of a memory card 1300, stores in 
WM storing section 21 12 WM3103 obtained as a result of decode, decodes an 
encryption file key using the media proper key 3101 of a memory card 1300, and 
obtains the file key 3104 (step S3030). 

[0070] After generating WM3103 and the file key 3104, the memory card player 
2000 The processing section 2130 for a copy performs copy-of-data processing 
with encryption and the file entry of WM check, a file key, and WM (step S3040). 
By the encryption section 2120 for deletion The file key 3104 is enciphered using 
keys other than a media proper key. The encryption file key obtained as a result 
is written in the encryption file key field of the file entry about the file of a moved 
material with a file system 2140. Moreover, it updates so that it may be shown 
that it is deletion ending about the FileCharacteristics field of the file identification 
child (refer to drawing 1 and drawing 3 ) indicating the file entry concerned (step 
S3550). 

[0071] Thus, the data which are one file stored in the flash memory 1330 of a 
memory card 1 300 are copied to the flash memory 1430 of a memory card 1400, 
and are deleted about the file of a copied material. In addition, the encryption file 
key in the file entry about the deleted file is enciphered by keys other than a 
media proper key, because the music content which is the content of the file 



cannot be reproduced even if it revives a deletion file by a certain approach. 
The logical DS of the digital work record medium (flash memory) concerning the 
gestalt 2 of operation of this invention is explained below the <gestalt 2 of 
operations UDF is used for the logical DS of the flash memory concerning the 
gestalt 2 of operation, and it defines the encryption flag field, encryption file key 
field, and the encryption WM field using the extended attribute field in a file entry. 
Therefore, it is the logical DS same except a file entry as the gestalt 1 of 
operation (refer to drawing 1 and drawing 3 ). 

[0072] Drawing 14 is drawing showing the DS of the file entry concerning the 
gestalt 2 of operation. About the field of the same content as the file entry 
concerning the gestalt 1 of operation, the same sign is attached among this 
drawing, and the explanation is omitted. The ExtendedAttributes[] field 213 which 
is the field which can store two or more information which shows an extended 
attribute The DescriptorTag field 5101 and the ImplementationAttributesLocation 
field 5102, The ApplicationAttributesLocation field 5103, It consists of the 
impiemeniaiionUseExtendedAttribute fieid 5104, 5105 grades, and the 
ApplicationUseExtendedAttribute field 5106 and 5107 grades. 
[0073] Here, the DescriptorTag field 5101 is 16 bytes of field which stores the 
fixed value which shows the identifier of an extended attribute. The 
ImplementationUseExtendedAttribute field 5104 and 5105 grades are the 
variable-length fields which store an extended attribute with an usable system, 
respectively, and the head location is stored in the 
ImplementationAttributesLocation field 5102. 

[0074] Moreover, the ApplicationUseExtendedAttribute field 5106 and 5107 
grades are the variable-length fields where a user stores an usable extended 
attribute, respectively, and the head location is stored in the 
ApplicationAttributesLocation field 5103. In this drawing, 
lmplemantationUseExtendedAttribute5105 The field of the extended attribute 
about a key, digital watermarking, etc. which were used for the encryption about 
a file (it is hereafter called code information field.) The example is shown, it is - 



further the code information field concerned with the AttributeType field 5201 The 
AttributeSubType field 5202 and the Reserved field 5203, The AttributeLength 
field 5204 and the ImplementationUseLength field 5205, The 
Implementationldentifier field 5206, It consists of the HeaderChecksum field 5207, 
the encryption flag field 5208, the Reserved field 5209, encryption file key field 
5210, and the encryption WM field 5211. 

[0075] The AttributeType field 5201 and the AttributeSubType field 5202 are the 
fields where the classification of an extended attribute and sub classification are 
stored, and the fixed value 1000 and 10 which shows that they are code 
information field, for example, each, is stored in the example of this drawing. The 
Reserved fields 5203 and 5209 are the preliminary fields for future expansion etc. 
[0076] The AttributeLength field 5204 is the field which stores the size of an 
extended attribute, and the content is set to 68 about code information field. The 
ImplementationUseLength field 5205 is the field which stores the size of all the 
fields following the Implementationldentifier field, and the content is set to 20 
about code information field. 

[0077] The Implementationldentifier field 5206 is the field which stores the 
identifier of an extended attribute, and serves as "*Flash Crypto Info" about code 
information field. It is the field which stores the information which shows whether 
the encryption flag field 5208 has the encryption file key field 5210 and the 
effective encryption WM field 521 1 , if the most significant bit is 1 , validity is 
shown, and it is treated like the value of the encryption attribute field length field 
in the gestalt 1 of operation being 16. 

[0078] About the encryption file key field 5210 and the encryption WM field 521 1 , 
it is equivalent in [ as the encryption file key field 21 1 and the encryption WM field 
212 in the gestalt 1 of operation ] content. Moreover, the HeaderChecksum field 
5207 is the field which stores the checksum of the value stored even in the 
encryption WM field 521 1 from the encryption flag field 5208. 
[0079] in addition, reference of the encryption file key in a file entry, and 
Encryption WM or updating, record of a file, and reading appearance -- carrying 



out - etc. -- record of the data explained with the gestalt 1 of operation, playback, 
a copy, and processing of migration and the same processing as a basic target 
can perform access to a flash memory. However, about the flash memory 
concerning the gestalt 2 of operation, a checksum is computed and stored in the 
HeaderChecksum field 5207 in the case of record of data, and suppose that the 
checksum concerned is checked in the case of read-out of data. 
The logical DS of the digital work record medium (flash memory) concerning the 
gestalt 3 of operation of this invention is explained below the <gestalt 3 of 
operations The logical format of the FAT mold specified to X-JIS-0605 
specification is used for the logical DS of the flash memory concerning the gestalt 
3 of operation, and it stores the information about encryption of a file etc. using 
the free space of the directory item in a format of a common FAT mold. 
[0080] Drawing 15 is drawing showing the DS of the directory item concerning 
the gestalt 3 of operation. The directory item 6100 has the magnitude of 32 bytes 
on the whole, and includes the file key +WM field 6102 enciphered as the 
encryption flag field 6101 which is the description of this invention further 
including each field of 1 1 bytes of file name, the attribute of a file, chart lasting 
time, a record date, a head cluster number, and file length. 
[0081] if the attribute of a file shows that a directory item is a thing about a 
volume label including a volume label bit and a subdirectory bit if a volume label 
bit is 1, and a subdirectory bit is 1, a directory item is a thing about a subdirectory 
- being shown - any - although - if it is 0, it is shown that a directory item is a 
thing corresponding to a file. 

[0082] If it is 1 bit of low order in 1 byte (8 bits) located in the 13th byte, it is the 
field which shows whether the content of the enciphered file key +WM field 6102 
is effective, the 1 bit concerned is 1 and the encryption flag fields 6101 are 
validity and 0 when the head of the directory item 6100 is made into the 0th byte, 
they mean an invalid. 

[0083] The enciphered file key +WM field 6102 is 8 bytes (64 bits) of field from 
the 14th byte of the directory item 6100 to the 21st byte, and are 64 bit data 



which compound the 56 bits file key and 2-bit WM which were explained with the 
gestalt 1 of operation, encipher with a DES algorithm using a media proper key, 
and are obtained, i.e., the field which stores enciphered file key +WM. 
[0084] About access to a flash memory, since the information relevant to the key 
of encryption, WM, etc. was only changed into the directory item from the file 
entry in the gestalt 1 of operation, the access control fundamentally shown in the 
gestalt 1 of operation is performed. That is, in enciphering a music content to a 
flash memory and recording on it as a file, after storing enciphered file key +WM 
which compounds WM embedded at the music content, and the file key used for 
encryption in the directory item corresponding to the file concerned, and is 
enciphered by the media proper key in it, it sets the content of the encryption flag 
field 6101 to1. 

[0085] Moreover, it sets to read-out of the data from a flash memory. When the 
content of the encryption flag field 6101 of a directory item is 1 and both the 
volume label bits and subdirectory bits of an attribute of a file are 0 Can judge 
that it is the file as which the file corresponding to a directory item was 
enciphered, and file key +WM enciphered from the enciphered file key +WM field 
is taken out. A file key and WM can be obtained by decoding using a media 
proper key. Using this file key, the music content which is the content of the file is 
decoded, it can reproduce, and the copy of a file etc. can be performed with 
reference to WM. 

[0086] As mentioned above, although the DS of the digital work record medium 
concerning this invention and the access equipment to the record medium 
concerned were explained based on the gestalt of operation, as for this invention, 
it is needless to say that it is not restricted to the gestalt of these operations. That 
is, although [ the gestalt 1 of (1) operation / the memory card writer 1200 which 
records audio data on a memory card ] it is a PC card, it may not be limited to 
this, and you may be non-portable equipment, and may be equipment with 
portability. For example, the memory card player shown in the gestalt 1 of 
operation may be made to have a function as a memory card writer. 



[0087] Moreover, in part, a function may be in a personal computer side and is 
good also as things for which software is used for a personal computer side and 
all the functions of a memory card writer are realized, such as the contents 
decode section shown in the memory card writer. 

(2) With the gestalt 1 of operation, although a file key is generated based on a 
random number, according to the approach of generating a different file key to 
some extent for every file, it is not necessary to generate the file key generation 
section 1214 based on a random number. Moreover, the file key generation 
section 1214 is good also as generating a file key based on the random number 
which receives the kind of a random number from a memory card, and is 
generated by this. 

(3) With the gestalt 1 of operation, although [ the memory card writer 1200 ] a file 
key is enciphered using a media proper key, it is good also as enciphering a file 
key using the media proper key after conversion, after not being limited to this, 
receiving the password from a user and changing a media proper key using the 
password concerned, in this case, what is necessary is just to decode an 
encryption file key using the media proper key after conversion, after receiving 
the password from the user in the memory card player and changing a media 
proper key using the password concerned. 

[0088] Moreover, are good also as using the subgroup key which is a key for 
encryption of the unit proper which the master key subordinate subdivided in 
addition to the master key in the gestalt 1 of operation. After a media proper key 
is changed by the authentication section of a memory card using a subgroup key, 
a master key is used for it and it is enciphered. In this case, as an encryption 
media proper key Are good also as memory card access equipments, such as a 
memory card writer or a memory card player, being given in the case of 
authentication. After memory card access equipment decodes an encryption 
media proper key using a master key corresponding to this, it is good also as 
obtaining a media proper key by using and transforming a subgroup key 
inversely. 



[0089] Moreover, a media proper key is good also as using a subgroup key, 
being changed and being transmitted in process of authentication from the 
authentication section of a memory card, after being enciphered using a master 
key, and a media proper key is good also as being enciphered using the master 
key after being changed using the subgroup key, and being transmitted in 
process of authentication from the authentication section of a memory card. Also 
in this case, what is necessary is just to suppose memory card access equipment 
that a media proper key is obtained by performing inverse transformation and 
decode to these. 

[0090] Furthermore, the key used for encryption of a file key is good also as 
being the combination of a subgroup key and a media proper key also as being a 
subgroup key. 

(4) Although [ the gestalten 1 and 2 of operation ] WM is enciphered using a 
media proper key and it is stored in the encryption WM field of a file entry, it is 
good also as being enciphered using keys other than a media proper key. For 
example, it is good also as WM being enciphered using a file key. Moreover, the 
encryption file key and Encryption WM which are stored in encryption file key 
field and the encryption WM field are good also as being enciphered using a 
respectively different key. Moreover, WM is good also as being stored in the 
encryption WM field, without being enciphered. 

[0091] Moreover, the encryption file key field and the encryption WM field in 
gestalten 1 and 2 of operation may be unified like the enciphered file key +WM 
field in the gestalt 3 of operation. That is, after mixing a file key and WM based 
on a predetermined regulation, it is good also as using a media proper key, 
enciphering and storing in the unified field. 

(5) With the gestalten 1-3 of operation, although WM set to 2-bit CGMS, as long 
as it is digital watermarking which is not limited to this and embedded as a 
content of the file, it may be data which mean a copyright person name, an 
owner name, etc., and may be what bit data. However, when adopting a format 
of a FAT mold as shown in the gestalt 3 of operation as it is, the data size of WM 



is restricted so that enciphered file key +WM may be settled in the free space of 
a directory item. 

(6) Although a file key and the encryption algorithm of WM considered as the 
DES algorithm in the gestalten 1-3 of operation, it is good also as not being 
limited to this and using block encryption algorithms other than DES. 

[0092] Moreover, the number of bits of a file key is not limited to 56 bits, either. 
Therefore, especially the size of the encryption file key field shown in the 
gestalten 1 and 2 of operation and the encryption WM field is not limited to 8 
bytes. Moreover, the bit position of the encryption flag shown with the gestalten 2 
and 3 of operation may be any location. 

(7) Although [ the gestalten 1-3 of operation ] a file key and WM were enciphered 
and it is contained in the file entry or directory item corresponding to a file, it is 
good also as either a file key or WM not existing. That is, the information relevant 
to WM is good also as not making it contain in a file entry or a directory item, and 
the information relevant to [ without enciphering a file content ] a file key is good 
also as not making it contain in a file entry or a directory item. What is necessary 
is just to consider as what the content of the encryption attribute field length field 
or the encryption flag field shows the existence of one existence for in these 
cases. 

(8) Although the gestalten 1-3 of operation showed the logical DS of the data 
recorded on the flash memory of a memory card, this logical DS is applicable 
also in other record media other than a memory card. Moreover, the data which 
should be recorded as a file are not limited to a music content, but you may be 
other digital works and the file of a digital work and files, such as other 
management information, may be intermingled in a record medium. 

(9) Although the pass information which shows the directory location which 
stores a file, and a file name shall be directed to a memory card writer from a 
personal computer with the gestalt 1 of operation, it is good also as a memory 
card writer determining a file name and a file storing location. 

(10) Although [ the gestalt 1 of operation ] the music content of one music is 



stored in one file, when units smaller than one music are handling units, such as 
a copy and a negotiation, in a unit smaller than one music, it is good for reverse 
also as one file, and the content of one file is not often as one file restrained [ unit 
/ than one music / larger ] at the concept of music. 

(11) With the gestalt 1 of operation, although migration processing of data was 
explained, a file key is updated by what cannot be decoded, i.e., the thing 
enciphered with other keys, about deletion of data as well as a part of data 
migration processing. In addition, the deleted file is good also as being moved to 
the directory, for example like a garbage can. Moreover, it is good also as 
enciphering not only a file key but WM with keys other than a media proper key in 
the case of migration and deletion. 

[0093] In addition, when enciphering a file key or WM for the deletion 
accompanying migration, it is good also as using the media proper key of a 
migration place as a key of the encryption. Since the record medium of a 
migration place is needed by this in order to revitalize a deletion file, while 
reviving the file of the migration origin which checked and deleted existence of 
the file of a migration place at the time of revival, it is realizable in the function, 
i.e., the deletion file revival function in which the illegal copy was prevented, to 
delete the file of a migration place. 

(12) Although the size of 1 block of a flash memory considered as 2048 bytes 
with the gestalten 1 and 2 of operation, not to be limited to this and what is 
necessary is just fixed sizes, such as 512 etc. bytes. 

(13) Although [ the gestalt 1 of operation ] data transmission and reception are 
performed by serial transmission between access equipments, such as a 
memory card writer, and a memory card, you may be a transfer of 16 bit parallel, 
for example. In this case, the access-control section 1320 performs conversion of 
bus width of face, such as changing the data of a memory card 1300 and 16 bit 
parallel of access equipment Seki into 8 bits which is the data bit width of face of 
a flash memory, and conversion of signal level. 

[0094] Moreover, the connection between access equipment and a memory card 



is Unibersal. Serial General-purpose serial buses, such as Bus (USB), may be 
used, a memory card 1300 may carry out a direct difference to the connector of 
USB, and may load it, and a USB device can be inserted in a card slot, and it is 
making, and is made to perform mixture utilization with USB peripheral devices, 
such as a USB camera and a USB keyboard. 

[0095] Moreover, you may transmit with IP protocol, using networks, such as 
Ethernet, as a serial bus. In this case, what is necessary is for IP protocol control 
section etc. just to perform IP protocol conversion in the interface part of a 
memory card. 

(14) The record medium which recorded data by the DS shown in the gestalten 
1-3 of operation may be set as the object of a negotiation and a sale. 
[0096] Moreover, the record medium which recorded the machine program which 
realizes data logging as shown in the gestalt 1 of operation, data playback, a 
data copy, and the content of processing of data deletion may be set as the 
object of a negotiation and a sale. Although there are an IC card, an optical disk, 
a flexible disk, a ROM, etc. in a record medium, uiiiizaiion is presented with said 
machine program recorded on these by being installed in the household-electric- 
appliances device which has a general purpose computer and a program 
execution function. That is, the household-electric-appliances device which has a 
general-purpose computer or a program execution function executes the installed 
above-mentioned machine program serially, and realizes data logging as shown 
in the gestalt of operation etc. In addition, the program described with the high 
level language for realizing the contents of processing, such as the above- 
mentioned data logging, can be circulated through a record medium, various 
channels, etc., such as a hard disk, and can also be distributed. 
[0097] 

[Effect of the Invention] The digital work record medium concerning this invention 
so that clearly from the above explanation It is the digital work record medium 
which recorded as a file the digital work data enciphered using the 1st key and in 
which computer reading is possible. The management information field as a 



logical field which recorded the management information which corresponds to 
said file and includes the information about the record location of the file 
concerned is included. It is characterized by said management information field 
including the field which recorded further the 1st key of encryption which 
enciphers said 1st key using the 2nd key. 

[0098] Since this records the 1st key used for encryption of the content of the file 
on the management information field which is a logical field, it cannot be 
dependent on characteristic DS, such as contents which are not dependent on 
the physical structure of a record medium, and serve as a file content, etc., and 
the 1st key, i.e., a file key, can be enciphered and recorded. A management 
information field is a file entry in UDF here, and since the read-out equipment of 
a file is what accesses a file by referring to this file entry, read-out of the 
enciphered file key which was logically positioned by refer to the file entry and 
coincidence in the file entry of it usually becomes possible. Therefore, the read- 
out equipment of a file can decode a file content promptly by decoding the 
enciphered file key and obtaining a file key using a fiie key. 
[0099] That is, since speeding up of decode of the file concerned can be attained 
according to the above-mentioned record format when a file content is 
enciphered using a different key for encryption per file, in order to raise the 
security of a digital work, it can be said that the digital work is recorded by the 
optimal DS in a security side and a utilization side. 

[0100] Moreover, also suppose that said 2nd key is independently recorded on 
the field different from the 1st key of encryption. Thereby, since the key for 
encryption of a file key is contained in the record medium, by acquiring this key, 
the equipment which accesses the record medium concerned can decode a file 
key, and can also decode the content of the file. 

[0101] Moreover, also suppose said management information field that the field 
which recorded the encryption existence flag which shows whether the content of 
the field which recorded said 1st key of encryption is still more effective is 
included. The encryption flag which is the information about whether the 



enciphered file key is recorded effectively by this For example, since it is stored 
all over the management information field of formats, such as a file entry, In order 
to access a file, when the equipment which accesses a record medium refers to 
a management information field, it can refer to an encryption flag and can judge 
whether the file is enciphered or it is not carried out based on an encryption flag, 
in this case, when the purport on which the file key as which the encryption flag 
was enciphered is recorded effectively is shown, said equipment Since it is 
enciphered, the content of the file concerned decodes said enciphered file key. 
When the purport on which the file key as which the content of the file concerned 
could be decoded and used using this, and the encryption flag was enciphered is 
not recorded effectively is shown Since it is not enciphered, the content of the file 
concerned can use the content of the file concerned as it is. 
[0102] Moreover, the digital work record medium concerning this invention is the 
digital work record medium which recorded as a file the digital work data with 
which digital watermarking was embedded and in which computer reading is 
possible, and it is characterized by for said management-information fieid to 
include the field which recorded the information showing said digital 
watermarking further including the management-information field as a logical field 
which recorded the management information which corresponds to said file and 
includes the information about the record location of the file concerned. 
[0103] Thereby, the equipment which performs the copy of the file in the record 
medium concerned etc. since WM is recorded all over the management 
information field in a record medium does not need to extract WM from the 
enciphered digital work data which are a file content directly, and refer to the WM 
for it easily. Although it has the fault that the circuit magnitude of the circuit for 
WM extract is also large, its power consumption is also high, and an extract 
takes time amount, when it is not necessary to build in the circuit for WM extract, 
and small lightweight-ization can be attained and said WM includes the 
information about the copy propriety of a file, since said equipment can refer to 
the WM concerned easily, according to this invention, the quick copy of it etc. is 



attained. 

[0104] Moreover, said digital watermarking is the information about said digital 
work copy-of-data propriety, and the information showing said digital 
watermarking can also presuppose that it is said digital watermarking encryption 
digital watermarking enciphered using the 2nd key. In order for this to record 
what enciphered WM all over a management information field, WM is protected 
from an unjust peep and the difficulty of an alteration of WM also increases. 
Moreover, WM is the information about the copy propriety of a file, and since 
copy propriety can be simultaneously judged when a management information 
field is referred to from being recorded all over a management information field, 
in order to acquire the information about the file which should be copied, a file 
can be copied promptly. 

[0105] Moreover, the digital work record medium concerning this invention It is 
the digital work record medium which recorded as a file what enciphered the 
digital work data with which digital watermarking was embedded using the 1st 
key and in which computer reading is possible. The management information 
field as a logical field which recorded the management information which 
corresponds to said file and includes the information about the record location of 
the file concerned is included. It is characterized by said management 
information field including the field which recorded further the 1st key of 
encryption which enciphers said 1st key using the 2nd key, and the field which 
recorded what enciphered said digital watermarking using said 1st key or said 
2nd key. 

[0106] Since this both records the 1st key used for encryption of the content of 
the file, and WM currently embedded by the content of the file on the 
management information field which is a logical field, it cannot be dependent on 
characteristic DS, such as contents which are not dependent on the physical 
structure of a record medium, and serve as a file content, etc., and the 1st key 
and WM can be enciphered and recorded. Therefore, since the equipment which 
accesses a record medium can obtain the 1st enciphered key and enciphered 



WM while it acquires the positional information of a file if a management 
information field is accessed, it can perform decode of a file content etc. promptly. 
[0107] Moreover, also suppose said management information field that the field 
which enciphered and recorded what doubled said 1st key and said digital 
watermarking using said 2nd key is included. Thereby, since what was 
enciphered after a file key and WM were mixed is recorded in the management 
information field of a record medium, if the alteration of WM is made, a file key 
will be destroyed and security will increase in it. 

[0108] Moreover, also suppose said digital work record medium that it has the 
active component which performs mutual recognition further between the 
equipment which accesses the digital work record medium concerned. Since it 
may be accessed by the file by this only when it succeeds in authentication, 
security increases. 

[0109] Moreover, further, said digital work record medium has the active 
component which performs mutual recognition between the equipment which 
accesses the digital work record medium concerned, and said 2nd key is a key of 
a value peculiar to said digital work record medium, and it can also presuppose it 
that what enciphered said 2nd key from said digital work record medium in the 
process of said mutual recognition is transmitted to said equipment. 
[01 10] Since it may be accessed by this only from the equipment which 
succeeded in authentication, security increases. Moreover, since a record 
medium gives the key for decode of the 1st enciphered key or enciphered WM in 
an authentication process, the equipment which accesses the record medium 
concerned can decode the 1st key or WM, when it succeeds in authentication. 
Moreover, said file is Universal. Disk It is recorded according to Format and said 
management information field is Universal. Disk It is a file entry in Format and 
also suppose that it is the field which recorded said 1st key of encryption an 
extended attribute field in said file entry. 

[01 1 1] Thereby, the file in a record medium can be operated now from the 
access equipment corresponding to UDF. Moreover, if expansion of the access 



equipment corresponding to UDF is carried out, it can perform decoding the 
content of the enciphered file etc. Moreover, also suppose that it is the field 
which said file was recorded according to the FAT mold format in said digital 
work record medium, and said management information field is a directory item 
in a FAT mold format of JIS-X-0605 specification, and recorded said 1st key of 
encryption a free space in said directory item. 

[0112] Thereby, the file in a record medium can be operated now from the 
access equipment corresponding to a FAT mold format. Moreover, if expansion 
of the access equipment corresponding to a FAT mold format is carried out, it 
can perform decoding the content of the enciphered file etc. The recording 
apparatus concerning this invention to moreover, a record medium equipped with 
the active component which has an authentication function An authentication 
means to be the recording device which records as a file the digital work data 
enciphered after the authentication success, and to perform said record medium 
and mutual recognition, A file record means to record on said record medium by 
considering said digitai work enciphered using the 1st key as a file, it is 
characterized by being one logically, and including said 1st key enciphered using 
the 2nd key, and the information about the record location of said file in the 
management information field corresponding to the file concerned by 1 to 1, and 
recording them on said record medium. 

[0113] Since this records the 1 st key used for encryption of the content of the file 
on the management information field which is a logical continuation field, it 
cannot be dependent on characteristic DS, such as contents which are not 
dependent on the physical structure of a record medium, and serve as a file 
content, etc., and the 1st key, i.e., a file key, can be enciphered and recorded. 
Moreover, the regenerative apparatus concerning this invention is equipped with 
the active component which has an authentication function. And the digital work 
data enciphered using the 1st key are recorded as a file, and from the record 
medium with which what said 1st key was enciphered as using the 2nd key, and 
the information about the record location of the file concerned are recorded on 



the logical management information field An authentication means to be the 
regenerative apparatus which reads and decodes the enciphered digital work 
data concerned, and is reproduced after an authentication success, and to 
perform said record medium and mutual recognition, A 1st key decode means to 
read said 1st enciphered key which is recorded on said management information 
field, and to decode using said 2nd key, The enciphered digital work data which 
are recorded as said file are read, and it is characterized by having a data 
decode playback means to decode and reproduce using the 1st key decoded by 
said 1st key decode means. 

[0114] Since the enciphered file key which was logically positioned in the 
management information field can be read while referring to a management 
information field by this, in order to acquire the positional information of a file, by 
decoding the enciphered file key and obtaining a file key, using a file key, a 
regenerative apparatus can decode a file content promptly and can be 
reproduced. 

[01 15] Moreover, the deletion equipment concerning this invention is equipped 
with the active component which has an authentication function. And the digital 
work data enciphered using the 1st key are recorded as a file, and from the 
record medium with which the deletion information which shows whether what 
said 1st key was enciphered as using the 2nd key, the information about the 
record location of the file concerned, and the file concerned are deleted is 
recorded on the logical management information field An authentication means to 
be deletion equipment which deletes the enciphered digital work data concerned 
logically after an authentication success, and to perform said record medium and 
mutual recognition, Read said 1st enciphered key which is recorded on said 
management information field, and said 1st key decoded and obtained using said 
2nd key is enciphered with said 2nd key and the 3rd different key. It records on 
said read location and is characterized by updating so that the purport from 
which a file is deleted in said deletion information in said management 
information field may be shown. 



[01 16] [ when this deletes a file logically by rewriting of the content of the 
management information field ] Since it is what is enciphered using the 2nd key 
which usually uses for encryption the 1st enciphered key, i.e., the enciphered file 
key, and 3rd another different key, Also when a file is revived by rewriting of the 
content of the management information field even if, a file key cannot be 
decoded with the decode means which used the 2nd usual key. When moving 
the file which makes the content the digital work with which it follows, for example, 
the copy is forbidden to another record medium from a certain record medium, in 
order to delete the file of migration-after copy origin at a high speed, even if it is a 
time of using the approach of logical deletion, the situation which the file deleted 
by a certain actuation revives, and exists in two duplicates of the digital work 
which can be used can prevent. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the logical DS of the digital work record 
medium (flash memory) concerning the gestalt 1 of operation of this invention. 
[Drawing 2] It is drawing showing the DS of a file entry. 
[Drawing 3] It is drawing showing the DS of a file identification descriptor. 
[Drawing 4] It is the external view of a music content record system. 
[Drawing 5] It is the functional block diagram of the memory card writer 1200. 
[Drawing 6] It is drawing showing the internal configuration of a memory card 
1300. 

[Drawing 7] It is drawing showing the flow and reference data of the processing 

about record of the music content to a memory card 1300. 

[Drawing 8] It is the external view of a memory card player. 

[Drawing 9] It is the functional block diagram of the memory card player 2000. 



[Drawing 10] It is drawing showing the flow and reference data of the processing 
about playback of a music content which were recorded on the memory card 
1300. 

[Drawing 11] It is drawing showing the flow and reference data of the processing 
about the copy of data from a memory card 1300 to a memory card 1400. 
[Drawing 12] It is the flow chart which shows encryption of WM check, a file key, 
and WM, and a file entry and copy-of-data processing. 

[Drawing 13] It is drawing showing the flow and reference data of the processing 
about migration of the data from a memory card 1300 to a memory card 1400. 
[Drawing 14] It is drawing showing the DS of the file entry concerning the gestalt 
2 of operation. 

[Drawing 15] It is drawing showing the DS of the directory item concerning the 
gestalt 3 of operation. 
[Description of Notations] 

101 Volume Structure Information 

102 Volume Structure Information is Copy Part. 

103 File Set Descriptor 

121, 122, 123 File identification descriptor 
110 130 File entry 
140, 150, 160 Data 

210 Encryption Attribute Field Length Field 

211 Encryption File Key Field 

212 Encryption WM Field 

1200 Memory Card Writer 

1201 Contents Decode Section 

1202 WM Extract Section 

1210 Records Department 

1211 Master Key 

1212 Authentication Section 

1213 Media Proper Key Storing Section 



1214 File Key Generation Section 

1215 WM Encryption Section 

1216 Contents Encryption Section 

1220 File System 

1221 Logic Access-Control Section 

1222 Physical Access-Control Section 
1300 Memory Card 

1310 Authentication Section 
1312 Media Proper Key 
1320 Access-Control Section 
1330 Flash Memory 
2000 Memory Card Player 

2101 Master Key 

2102 Authentication Section 

2103 Media Proper Key Storing Section 

21 10 WM Decode Section 

21 1 1 Contents Decode Section 

21 12 WM Storing Section 

2120 Encryption Section for Deletion 
2130 Processing Section for Copy 

2140 File System 

2141 Logic Access-Control Section 

2142 Physical Access-Control Section 
2150 Playback Section 

5208 Encryption Flag Field 

5210 Encryption File Key Field 

5211 Encryption WM Field 

61 00 Directory Item 

6101 Encryption Flag Field 

6102 Enciphered File Key +WM Field 
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VfHUBBBWdu S^ilfr Ltf Stt&S titer* *J* 
MWBr-* £7 T-Obt LTfB£§ Lte n V If a-* 
BfrBy^ttax^S^UBttBEBBttTS-aT* B 
E7 7 -OWc »J8 L SK7 7 -r ;U©E«SBl= Bf *« 
««$CVBWB«EBL^Wm4:BB^ LT<D<gM 
WBBtt*B^ «E«WIHB««tt*6l=» BEB? 

sa^ L*artta«EB LfcB«*B©c t*BBt r 

So 

[0 0 0 9] ±EBBlc«ty» B^BfrLi* IBSj«<* 

(Efe»t*«a«aBB«»'(cEB*tiT^afett % sbe 

BB#*©77-l';l/©3tf-§*tT5«fitt» 77^1/ 

rtBTasSWMbtftifcx-f^^il/BfHfcx-^tfSB 

L*#Br*cttfT*«. m+mfrLmmmommt 

BBBBt.**<. ^BB^tlK. ttBlcBBtfMr 
*tt^*di€fe-3^ *BWlc«thtffflEBBttx B 
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[00 1 01 

[001 1] i^ratc^-r^^^s/iL^^u^ f-r^ 

«2cmra£gJg<DfEtt?\ 7^7>/ay^'JCDf6(C, 
*B5fSfiE, ^^^i/a^^UcD^^-bXSW^a^ 

[0 0 1 2] y=7^-yzL^^)\z\t, UDF (Un i v 
ersal Disk Format) USft(L/cii3 

7*-^ hT^mmmtfteto-znZo aits, xv*- 

0 2. 77^7 HESE?! 0 3. ;l/-h<D77'OU 
XV hU 1 1 0, f^b^h'Jf-^l 2 0£>ft!3, &S 
Ki£U:T77Y/UX>HJ 1 3 0, x-^1 4 0, 15 

0. 1 6 on^ts^*n^o 

[0 0 13] #Ua-L^igff?8l 0 1 tt, IBJ1!£#£ 
YiHsv hfBi3rF1 0 3Ji, ;U- h^7?-</bx> h »J 

1 1 oo)Es^rtt^7 7-r;u*;cffli^^=i- 

KHOlf$8^C> 0 /l/-h<D7 7-Ol/xy MJ 1 1 0 
li, ;U-h7^U?HJfl)77>r/Ux>hUT£y7^ 

h U 1 2 0<7)ieE£;jVto 

[0 0 14] x^rU^ 2 0li, 77-OUX 

> h «j coibh-¥>7 7 >r 7 -r yb^suiBiti? i 

2K 1 2 2. 1 2 3<D^£T*65o [HlEKcte, 77-< 
;HSS'JIBai?l 2 2*>77-r;Uxvh'J1 30E>BES£ 
^•T1fai*#t>«?^LTi^o 77-<ybxy b'J 1 
3 0li, 77-<MtMnf-^1 40, 1 5 0, 1 
6 0(DiBS^-rif«^t)o 6Sb\ 77-TibXVh 1 ; 

[0 0 15] @2(1 77YJUX>hU^x-^^^ 
TF'TElTfe^o 7 7-</Ux>MJte, Descr ipt 
orTag7-f-ibK20K I CBTa g7-f — Ji/K 
2 0 2, U i d7-f-;UK2 0 3* G i d7f-/l/K2 
04, Ac c e s sT i me7-<— ;UK205, Mod 



1 f i c a t i o n T i me7-r— ;U K2 0 6, U n i 
quel D7*f— ;U K2 0 7, LengthOf Ext 
endedAttr ibutes7^-JbK208, L 
engthOf Al locat ionDescr ipt 
o r s7Y~;UK2 0 9, B§^fcJItt^Efi 7 K 

2 1 0, Bg^b7 7>OU*-7^-;l/K2 1 1, Pg^ffc 
WM7-T-;UF2 1 2, E x t e nd ed A t t r i b 
u t e s [] 7<<— ;UK2 13, Al location 
Descr i p t o r s [] 7^-;U K2 1 43?£^t> 
^<DT\ Z<DV'CX&m*mc 2 0 4 8/W hTSSo 
Pg^{fcgtt^i3Efi7^-/bK2 1 0, Bg^b77-r;U* 
-7^r-;UK2 1 1, &g^{fcWM7<f-/l/K2 1 2tfU 
D F £fti&L*WfiO)#®i£KZ®ti'?ti>% 0 

[0016] Descr i ptorTa g7<— JUK2 

0 1 li, 77-<;l/X> hUT^^Ct^/Txtm^WJ 
?^telW-r^7-<-yUKTS*J, I CBTa g7>r-;l/ 

K2 0 2«, 7 7^;K7)as^tt^-rit^ftJrt-r 

£7<-;bFT£U, U i d7*r-Jl/K2 0 3tt, 77 
^;bOFJT^#^ISSU?^ttiWr^7>r-^KT£y, G 

1 d7<-;l/K2 04t±, yr^lKJ^P^-^m^ 
£teft^7^-;UK?fe*o 

[0017] AccessTime7-f-JbK205 
te, 7 7 ll/^Wlfrth 9"ff ?S^tow^^7 

>r-/UKT^U, Modif icationTime7 
-f-/l/ K2 0 6te, 7 7</U^M»rL/c^J^/Tx'rtffB 
£te$t*7>r-;UFT£y, UniquelD7^- 
M/K2 0 7tt, 77^;l/@^^S'J?^«*fi'r^7^- 

[0018] ExtendedAttr ibute 

s □ 7<-;uK2i 3 its tmmmTjktmmm^ 

tt^T*^7-f-;UKT^y, LengthOfExt 
endedAttr ibute s7>r-^U K2 0 8ii, 
ExtendedAttr ibutes □ 7-f -Jb K 

2 1 3(D^feE^^X*^-r^7-<-;UKr£^o A I 
locat ionDescr iptors [] 7>f— JU 

K2i4«, 77-r;u^iBH^-rifffs^ts^r^7< 
-juK?»y. «0Aifiai^i-77-riux>h i J 1 3 

0(7) A I locat iondescr iptors [] 
7f-/l/R±, 5*-* 1 4 0, 1 5 0, 1 6 0<Diee£ 
*T mm*&MLT^Zo LengthOfAlloc 
at ionDescr iptor s7-f-;UK2 0 9 
it% A I locat iondescr iptors [] 
7<-;l/K2l 3 0^tKX*ttHrtf^7<-iUKr 

[0 0 19] V£mt7j"Ol*-74-)\'l t '2-\ 1 U\ 
7y Y;^<£rt§^£3x-$<DBg^^fcK^btlf;:*- 
-^ : •£;55 6bfy h©77"T;U*-lCDE S (Data 
Encryption Standard) 
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•< h ©7 -f — JU KT'$> U , Bf^HbW M 7 -f-Jl/K 2 1 2 
I*, 7 7-</b^§T'$5f- SUC^tl^m^iSfrL 
(WT, WM (WaterMark) <ht^<, ) tftelti 

x— ?U:ifi&&£nZVaCGMS (Copy Gen 
eration Management Syste 
m) £|MM>2 Ify hr-*£U Bf^{fcWM7-r-;U 
K2 1 2(Ctt, l&2t£y hr- ?lZDES7ll>J>JX 
Ale J: y BHMb*«LT»6h* 6 4 fcf-y hx— 5» CU 

[0020] £33, CGMS©2tf-y hx— Sfliv Ptf 
-@S (Free) , Pbf-ttlt (Never), 1 K 
©^ntf-pl^ (One Copy) , lgpfc?-fc* 
TEfcSafcM&t (No More Copy) <0f 

>r-;UK2 1 ott, BHMs7 7"f;u*-7-r-;l/K2 1 
1&tfBg*f{bWM7-f-/l/K2 1 2<D-t'TX5felrtL 

airtiOTSy, 6®H£Kl*, Bf^Hb7 7"OU 
Bg^HbW Mft^aTS y , filtf 0 ©*&£l*, 

[002 1] H3(±, 

^h'Jx— 5^1 2 0£*Ifi£L (E1#ra) , 77"OH 

y v u*jiL3iriiM*$«jt.oT*y. 1*13^? <t 

dlcFi leCharacter i st i c s 7 -f — ;U 
K30 1, I CB7-r-/UF3 0 2, F i I e I den 
t i f i e r7-<-/l/K3 0 3Hfr6&3„ I 
C B 7 -f -/U K 3 0 2 1*7 7 -OH > h 'J <DIBB£ 

7*py^7Ki/^*«anr*7-r-ii/KT»y» fi i 

eCharacteristic s7-r— ;UK3 0 1 
J*, 77"r;bfi«HiJISjl*77'-f^T-S*6\ x-fU?h 

y 7£56^-rit«*»irt-rs7-f--^ Kr*«y, f 

i leldentifie r 7<-yl/ K3 0 31*, 77 
[0 0 2 2] <2. gMlPVxV'ylB^TxxA^ 

T, «3>rVft, ^ya-KK^asLftx-* 

<2-1. *J$>BI4& ^£=!>5 1 V , 7fS^v'XxA 

[0 0 2 3] WsSSZiyxyyiag-yXxAl 0 0 01*, 
ilfflBSl 0 0 1 £ftLTgfflLfc§IS§=>yxyy£>< 
t 'J *- K 1 3 0 0 KfBfrr^-y 7.x/»T£3„ fcfc, 
/<-y^-|U3>lfa-5H 1 0 01*, SflLfc^^V 
xV'y^Tstf-* 1 1 9 3ZftLTft£.TZZt ! t,T* : £ 
**U*-K1 3 0 01*, ±^LftJ:3lc77'r> 



a^fjst*, gssnyxyyofastfeiHg&Jitt:? 
sy, n— ?i*, p y x y y lass* ft >< ^ y a 
- k 1 3 o o*, 97nzr\s— v samtmrnim 

[0 0 2 4] IHaicmfcta^ ^=l>x>'7ESv 
Xf^1 0 0 01*, xV7v7Uf1 1 9 1 £*—#'— K 

1 1 9 2t*«l**/«-y^i/avb;a-*i 1 oo 

cwcjfAStis^ya-K^-f*! 2ootir- 

6«$*ft*. /<-yr/l/37fi-' S» 1 1 oot*, C 
pu, y^y, /N-Kf^^^i^iu t/c, mm 
smm 001 ^ttM^tiT^y* *fc» ivbttspcft 

-KXP* KT-SS^^y*- K5-f ^ffAPI 1 9 5 
[0 0 2 5] *^y*-K5-f$M 2 0 01*, tvbti>£ 

pc*-kt*s»a **ua-K*»A.r*fc»©*« 

y*-KJfA01 2 9 9£?rLTl^5o SI5l*^ ^'J 
*J-K5f*1 2 0 0<0&H&7'Py7E]T*a53o £33. 
HEIKti:, yt'JA-KI 3 0 0©^gg^P7^^t^ 
LTt^o /\-V^-;UP>tfa— * 1 1 OOli, jifg0 
Stfb^a-yxV'^^VP-a, #£©§£=] 

>xvy*>ty*-Ki 3 o oo)m^A"7.(ciBS-r^ 

^Ji^^pt^y*- K^-f 9 1 2 0 0ic4>loi)\ ^-"E 

y*- K^-r* 1 2 o oitznz&itT. M-yx>up 

Vt!i-9 1 1 0 OfrbBf^b^ftfc^a^g^yx 

yy^sxyaifc, wsnyxyyfcfc^LT, sicttft 
iBfifflara^bgfciiSLT^ya- ki 3 0 oicibh 
tzismsmtZo iSBwr/T/yB, waif, 

^tt^r^x-r u-7 i»ysu : 7 7'r;u*=&^3. 
[0026] ±:m.m%wt%Tcto\^ 

7-r^1 2 0 01*, /\-K^ xZiiLTliiSEIslSS, w 

MtttusK, ^^y^-hvy^yx-xiHiK. 
■a cpuif*«i?i*t,<DT'Sy. ttttntcii. 

Tt^g^pyxyy^^-r^pyryy^asi 2 
oii. msipyxyyicSib^nTi^cGMS© 

fcttcDWM^ 2tT'> hx— S«i:LTttaj-r5WM}4ai 
gpi 202^ w^nyxyy^p'^y^-Ki 300 
^©iB^ff-piBasssi 2 1 otitmtt. 

[0 0 2 7] IBSSP1 2 1 01*, P<-A«UH^Bg# 
^bffl©STa&*^7x^*-1 2 1 1 fctBULTfcy, IS 
ESB1 2 12,!:, *x-f7'@**-tSJrt9n 2 1 3i:. 
7yT^*-^BESB1 2 1 4<h, 77-T;U+- • WMBg 
^{b951 2 1 5£. □ >x> yPg^bSPI 2 1 6<t, m 
gT^-trXftJSiaSI 2 2 1 RtfW13»^-bX*!»»1 2 

2 2£#t?77-1';l/-y7.7 1 A1 2 2 0t^ff5, 

[0 0 2 8] SHE01 2 1 21*, *^y*J-Kl 300 

tmmmz'tiottnT&v. ^?x^*-i 2 1 1 sjb 
u^f^:^iai^fiE©)aie^c^5t^T, y t y a- k 1 3 0 0 \z 
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llS£fflT'*5*TV7'[i]W*-£iiT, y^uro-fi 

J*T**y7V7H**-tt*MM 2 1 3lCte&?*. 
fcfc, CET«EBIE£tt» *t'J*-K£«U=»T 

[0029] 77"fyi/*-£j$35i 2 1 45i, 1 

v^v^Bg^kSPi 2 1 6tt, nvxvy^Si 2 0 

i^TvsmtL-cmmyv-iixftmsii 2 2 1 icm*j-ra 

t»4>?&y. 77"OI/+- • WMVUbtfl 2 151*. 

77"T;u*-sjWBi 2 1 4icj:y^.5-nft77-f;u 
wM»aj»i 2 0 2ic*yi*ia*hftwMt 

*5V7H**-ttlMM 2 1 3l£ttMtrftftp(7 
-r7 , HW*-*JBi/>T*tieftD E S7;Udf'JXXxicJ; 

?-fe7.*Jffl)351 2 2 1 fcffi73T*t»©?fc*. 
[0 0 3 0] ttST^-bXttflWI 2 2 Hi, HI. H 
2Ka?LftHI7*-7f HE*yy«U*-K1 30 

oic, uvxvyiig^bSPi 2 1 6(ci»JU**nfcBS 

TimU 77"OU+- • WMBg^b3?1 2 1 5tC<fc»J 
tiiTJ* nfeB^k7 7"T /l/*-&tfBg4f<bW M £7 7"T 

ffl)S51 2 2 2lC7^-tXj|^f73t.©T'£5, 
[003 1] Wa7*-feXWWS1 2 2 2 5i, li 
S7-?-bXWSP1 2 2 1 fc<££7?-fe7sfi*£§57 
T» y*U*-K1 3 0 0lcfcl^T7-77->ap< : E'J 1 
3 3 00D7 7 ^-bX*iJ?a)*5]57^-fe7xSiJffllgP1 3 2 OlZ 

fc, 7nyJUi, 75<y->n.* : Ey 1 3 30lcfc^5*5l 
SW£7-7-fe3.l|MST'J&y, +t-fX«2 0 4 8/WhT* 

[0 0 3 2] *€'J*-K1 3 0 0li, /t'jTJ 

-K^l^l 2 0 0^©^ ; E l J^-K'\<D7'^-tr7sgE 
£©ffi5ISSE£ffd/c46<DlgfiE351 3 1 0<b, 
IBHRlHg^^^-yi/ayt'J 1 330t 77'V>a> 
^'J 1 3 3 OOSiJ^ff-pT'^-bXSJMl 3 2 0<t£ 
1161*, y«y*-K1 3 0 00)1*9991 
fiK^L/cElT'S?., HHKtt, y*U»-Kl 3 00 
fc^jtfflfcSSLTgLTfcy, IHia^OiSIEl N, IS 
liEOUT, CLOCK, ADDRESS IN, DAT 
A I N/OUTl;mgBfc: 0 >T-2&y, Stt**'Ja-K 

[0 0 3 3] 1211351 3 1 Oli, y-*HtCllW^7. 
**-<»:, «ttBWfl!>*?V7 , Bffl*-1 3 1 2<h£n 

ei^t** uv-> >u*# vx**k J: y ^ t y u- K5 



nan 3 1 oii, ?x^*-^ffl^T^bLfcp<7 r < 
7S?r*- (iXT, P§#^7 r -<7'll^*-<b^5o ) 

*y*y*-K5<r*i 2oo©igSE35i 2 1 2ici^i 

U **U»-K5-r*1 2 0 0 (DligliESB 1 2 1 2li, 
Pg#<b*7V7@:fl*-£VX$4r-1 2 1 1 Sffll^T 
'lt^LTy £ 7 :f 'f7'llW+-tS^Sl51 2 1 SfcteJrtf*,, 
[0 0 3 4] 7?-te7.fflfSl351 3 2 0li, tt35<!: lix- 

^*->y7';HESL, 7?yi/3.**>) 1 3 3 0<bttM° 

7^Ui5iM*'<75t©T'i6y, K5f*1 2 

OO0D!R!)S7 7 ^-b7fflfflia51 2 2 26^6feS7P->'J'7 
KUXm£*ft7P'y**(r?5>y7Jbx-*tf2SS 

n/c«^ic -> y 7>i/T r — ? £/\'5 iwusss LT75 » 

i/j^tUI SSOrtroSKXo-y-J'FKUT.T^n 
[0 0 3 5] <2-2. t— SHDiaHW*>WF» 

y a- 1*5**1 2oo(cj:y%jn5/ : Ey*-Ki 
3 o o'vo^n y^y^citmvmt^Twmt 
*o B7& ytya-Ki 3oo^ti3>f> , y 

[0 0 3 6] I^EHC^-r<t5tc. /*y*-Kl3 00 

Ht^ilkSXx-yXS 1 5 1 Ot. 7T<(ll>*-*Ei&® 
lXr'y7S 1 5 2 0<t, WMfflttaJ<b7y''ni/*-& 
IfWMOBg^bffiSXx-y^S 1 5 3 0,!:, IBSfflST. 

fy7s i 5 4o<tic<tyn^*n^. ccrcsus 

7T'y7S1 540li, 77"r;H>hy#ji50 ! aX7 1 
«>7S 1 5 4 1 <b, nvxVXDSg^bStfffiiSasx 
r>7S 1 5 4 2£:fr6&3o 
[0 0 3 7] /t-y^/unvtra-* 1 1 0 0fr5ft£ 

V xV'XDlBSJi/Tv^Sltfty * 'J ft- 
*1 2 0 0ti, BEEB1 2 1 2»cJ:y, >«^UA-K1 
3 0 0(01811351 3 1 OtflJBTfflSWE^fTtN 
•J*-K1 3 0 0^6^by7-T7lllW*-1 39 1 
^§T, 77**-1 2 1 1 ^ffl^TCtl^m^L/c^ 
£?S3*x-r7'IIIW*-1 6 0 1 *^x-r7ilW*- 

tejtfan 2 1 3ic«jrt-r^ u?y7s 1510). 
[0 0 3 8] mwsaf^^^Tm^-'^^MTsy-y 

7S 1 5 1 0<0&, 77-T^*-SJ«»1 2 1 4li, S. 
iSlCS^T77"r/U*-1 6 0 2^fig-T5 (7,7'y 
7S1 520) . 77"OU*-1 6 0 2««^*nfc 
^, • WMBf^fbSSI 2 1 5»i, WMtttll 

351 2 0 2(C<fcyS*HV7 : >^)b^tttli*tlfcWM 
i:, 77"f/U*-1 602i:^, ^f^7if*-1 6 
0 1 fcffll^TBf^bLT, B|^b77-r^*-1 603 
tBi^bWMI 6 0 4,»:££fi£-r3 (Xx->7S1 5 3 
0) . 

[0 0 3 9] n%{£7 7<(l\>*- 1 6 0 3Rr/Bg^bW 
M1 604©£fiE^, y : E'J7J-K5'r*1 200li, 
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77'T;U->7.7 : A1 2 2 0£ffll N T\ M-Vr/U3Vfc? 
a-*1 1 0 0lC^**lfc/\°7.1fSiJCSt^Ts tmt 
77"OI/*-1 6 0 3&tfB|^HbWM1 6 0 4*^67 
7-OI/IVHJ***ya-K1 3 0 0©777->a> 
*y 1 3 3 0KS£>£* Uf7 7S 154 1) . $ 
ft* aVxVVNHWtaM 2 1 6lu«t»A 3yf>'>a 
^SP1 2 0 1 fr5aj^Fft*3>x>y«7 7'OU*- 

1 6 0 2£ffi^TB§^HbLT\ 75-> fa^y 1 3 3 
0K8$iit> (T-xy^SI 5 4 2) . 

[0 0 4 0] 77"r;l/XVh'J#Ji5QS77 1 -y7S 1 5 
4 1IC£(^T* *t'JJ!)-K5f *1 2001*. 77-f 
1 2 2 OCDfiST'^-bT.SiJffllgB 1 2 2 1 lc» 

?^/U*-1 6 0 3^ Bg^{bWM1 6 0 4££1&M 
U Bt^<kBttfiiSEfi7-f-;l/KOffli:LT1 6£te$A 
ftfi. IBSMJiXxv7S1 5 4 0U:fc^T77 

fiL Mif"r-5o Al locationDesc 

r i p t o r s [] 7-f-;UKlett, Bg^bLfcggH 

77"T.'HV h l J©EM ; &^f1fl?B^ : S-lS^L/i:77"r 

[004 1] £©J:-5l;:LT* *t'J»-K1 300© 
77>>->ap< : Ey 1 3 3 0lZ\t. 121 iCTVTcfc^&x- 

9 m it t« □ y t y y ? s s t- * #ttM * ft a £ £ 

<3. p< : Ey*-K7U— ^MXT, ±SELfc#£=iy 

xvyiaiiS'^xAiCcfc y * =e y a- Ktisa* nfc§ 

K7U— Wc^TBWS*-*. 

[0 0 4 2] <3-1. filfiE>E8li, y*y»-K7 

u-+©^ht-s5o isiiiic^-r^^ya-H^u- 

-V 2 0 0 0 14, 2 8t©* =E'Jt)- K*# ApI^T'S y . 
*t y a- KKfBii^fc^aVx >'>©*?£<!:. § 

HE?sy. »asattis2 o o 1 1. mt#*y2 o o 

2£, y*'J*-K»AP2 0 1 1. 20 1 2££ffi 

'vy K*V2 0 2 Oj^JgJiJft^t.©^*. 
[0 0 4 3] H-+ftt. }S B B B S^gP2 0 0 1 KS/Tx*ft 

2 0 0 2£&frr*£<bU:J: »JII£Xtt«WlSft*fT3 

$JI£ctS&2 0 0 1 lcS^*ft5ft*ll* 
H&tf S'v;' K*V2 0 2 0A^6iH73*ft^a«*K< 
Ch^T***. E9«U y^'JA-KyU— C2000 
©«SB67P->^E|7i65o 

[0 0 4 4] HEHc«\ **y*j-K1 3 0 0© 
«tg7P->^^t,SLTt^ 0 ^^y*-K7U-^2 
OOOti, /\-K7i7MlJ:(i, |giI[°l!K, ^'JA- 
K-f>-S» 7i-7s[°]S8, D/A=i>y<;-^s yt'A C 



1 0 1 fciBHU 1811352 102L ^x-f 
88*352 1 0 3 77'T/U*- • WM«^§352 1 1 0 
t. □>rV , yffi^SP2 1 1 1 t. WMtelft8!52 1 1 2 
<h, ill«lBS*<bS2 1 2 0£, a£-ffl$&g352 1 3 
0<h. B37*"b;UM»»2 1 4 1 TkXMm7<7 -fe7*J 
$35 2 1 4 2«-£t>77"rM/->77 1 ^2 1 4 0 <h. i?£ 
952 1 5 OtZffiz.Zo 
[0 0 4 5] 77.**- 2 1 0 K 1811352 1 0 2Ktf 
*7 f <r7 , @*i*-tMlM»2 1 0 3ti, y^Ua-F^* 
$1 20 0(Cfctt«?7x^*-1 211, BBE351 2 1 

2&tf*x-r7'@W*-teJrtan 2 i 3 t«ii&Mic|wi^ 

WM*t^35 2 1 1 Oti, fiS7 7 ^-tr7.*JSPgB2 1 4 1 IC 
*yy*y*-K1 3 0 0©777->J^tU 1 330 

*©77"r;ux>hyft^*m*ft. 77<ii/xvhy 

*©Bg^b7y"r;b*-SO*Bg^bWM^4x6ft5 
igfiESP2 1 0 2lcJ;y^7 r -f'7 7 @W*-*SIASP2 1 
0 3(cl«lirt*ftTl^^X'r7 7 @W*-^ffl^T> en 

6*a^LT77-r/u*-*nv7 i v , ya^si52 1 1 1 
Ritzje-myvm&twmmBS^ft^ 1 2 oicd5*i 

U WM«P< : Ey©-^JSETfe^WMftiWgP2 1 1 2IC 

ant*,, r&3s. ^tyzj-ryu— ftti— 

§WT, Si?P>xy , ;/©g£tf#S£i§£U;tt77-1' 
;U+- • WMffi#SP2 1 1 0K77"1'/U*-£=!>-r> 

^a#Si52i 1 1 (ctb73*-y-. y*y*-K<f©#*a 

>x>^©3 bf-X(i»l)3b^SJi^lc77-ryl/*- 
^a^-ffl«aSSP2 1 3 0ltJtS?3U ^SjXliB'JPift^ 
M&ii^(C7 7'r;b*-^giMfflSi^bgP2 1 2 0fciU 

[0 0 4 6] a>7 1 >y^gP2l 1 lii. ISST'-J'-tr 
7$"JffllgP2 1 4 1 lCcfcy77-y->n^ : Ey 1 3 3 0^© 

77"r;UTfe5Bf^b*ftrc§*p>xvyA^di* 
nr^efts.!:. 77-r;u+- • wm^352 1 1 o 
ic«fc y ai7j* ftfc7 7 -r;i/*-^ffl^T. Bf^^b^ftft 
taizivxvy^^L.T. SSSB2 1 5oicai?3-r 

[0 0 4 7] S^SB2 1 5 01*. D/A3>;(- 5»§lC 
J:yH31*ft. §S3Vf K*VA7]fflff)§ 

jSffi^fcs:}&L.Tai73-ra. tss7^-b7«<jiaigB2 1 4 

Hi, UK 02U^L/clwS7*-V'y h?f-*tf 
IBSirftTV^^ya-FI 3 0 06^5, 7?^H 

vh'Js 7 7'Tjuz : $«x— $m*m?i-\£t&o\z*. % 

S77-b7*Jffllgi52 1 4 2tc77-bXj|,T^T5t)©T 

[0 0 4 8] VllW7?*X#m&2 1 4 2ti, HH7* 
-t!X$JffllSI5 2 1 4 1 iZ&ZTVtXmTTiZ&iT. *=E 
'J*-K1 3 0 0^*51^75^5/^^^'; 1 3 3 0<7) 
7^-fe^*jeP*B]*7 7 ^-trX*JffllSP1 3 2 0tC^LT, 
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352 1 2 (Hi, ^=E')i3- KAKES&tlTl^SXa 

@W*-T*»ifclM6©raSfr<3*-£^TBB^<b-r* 

£s WS7*-b;ilM»»2 1 4 1 ^LT77-T/H> 
h 'J ©P§#<b7 7 ■< JU+-7 4->l> KKS*>i€jt>0)T* 

[0 0 4 9] Zlt?-mmW&2 1 3 0ti, WMttMS2 
1 1 2letS*fl*tlTt^WM^#rau g^ziVxV^ 

WM££$LT, MS7^-bX»SI52 1 4 1 £fl-LT 

[0 0 5 0] <3-2. ?— »4>!f£>«("R ^tUft 
-F7U-+2 0 0 0lc<fcyS*tl^y : E l J*-Fl 3 

0 o (ciBSS-n/cgamvT 1 vyos^saa^o^Tia 

hi ob» y*y*-Ki 3oo»ciBS*nfc 

> x > y©ff£lco^T©Srao3itti&tf #SBt 

[005 1] EIEH;:;jVtJ:-3U:, y^'J*-K1 3 00 
K77^l/<bLTfEii3 , tlfc7 r — *T**flHM:*ftfc 

£*HI^*fl ! JIX7 1 <;'7S2 5 1 Ot. 77-C/UXVh 

'j^aisaax7 1 ->7S2 52 0i:. 77-ni/*-«^$& 

rVVflWiftfflSXTyT'S 2 5 4 0&lcJ:U&$£ti 

[0 0 5 2] a— •ffc<fcyft£©77'Ol/©££?i5^ 
gtffc/^'Ja-K^U— \»2 0 0 0li. tS£ESB2 1 0 
2lC<fc'J, /t'JS-Kl 3 0 0 CDISEESP 1 3 1 OtO 

iHTiBi:BB*i5t\ ^t'J a- k 1 3 o ofr&mmk 

*T47W&*- 13 9 1 *»T» 1 0 1 

£ffl^TCft£«^Lfct££T*a&**7 r <f7ll£+-2 
60 1 *yT f -f7H#*-*SiSrtgP2 1 0 3lctS*rtf5 
(7vx > >7S2 5 1 0) . 

[0 0 5 3] i2H&tf>x-rr@£*-«^i!Q ! 3Xxy 
7S25 1O0&. y^'JA-KT'U— i»2 0 0 0tt, 
7?-fik>7rA2 1 40£fl-LT, 777->a^ : E l J 

1 3 3 0rt©a— 7tc<fcyff£Jtr>*ftfc77-Ol/<!:*r 
tft577'T;UXVhiJ*K*ai'r U5 1 ^7S2 5 2 

o) , cct*> gi^aiLrc77-r;nvh';*ic^k 

77'Ol/*-2 6 0 2jb^3:ttTl/>3„ £3b\ 77-f;b 

xvh'josE^asLOD^tts *©E«*5vr77-<;i/ 
«8"jEja?*«ar*. 0ncst77^n 
> h «j i 3 o^K^aif fei6»ctts 7 7-fju-fey nasi 

?1 0 3, /U-hr-f HJ©77'OI/XVHJ 1 1 
0, 77-OHB9JfES£ : F1 2 2tcH^77-bX-r«jgS 



[0 0 5 4] 7 7"r/l/XVhU(Dg|*aiL©^ **'J 
A-K7U— \»2 0 0 0li, 7 7fJl/*-- WMtt^ffi 

2 1 1 OfccfcU, V§mt7T-<l\>*— 2 6 0 2**7^ 
7@£*-26 0 1£ffl^Tm*§l,T, 77f;U*-2 
6 0 3*«E^r-5 (7,f7 7S2 530) . cniCfcU 
77f;U*-2 6 0 3lin>7 1 > , >a^2 1 1 1Kdi 
?3*n*. 77 1> >7S25 3 0lCfcl''T(ix 77-OUX 
Vh'J«f<DBg^lkStt«laES7-r-;UKa)rt§!)!)M 6? 
SSC^SBSU 1 6Tfe^.«^tcBi^b77-l';U* 
-7-f K<DBg^k7 7-T jU*-^#ra-TSJ: iilcfc 
*„ Bg^t)itt®aM7-f-;UK©rt§6M 6T 
ttiNHSIctt* BWl7<r-)U K©i«tt**!rP*».K 
COlf^ctt, 77-OUx>HJ<t*fr<tfc£77'Ol/G> 

[0 0 5 5] 7 7-r/l/*-2 6 0 3©£/&E>&, ^'J 
A— F7U~ \»2 0 0 0l±, 77^/l/I>hU©A I I 
ocationDescriptors □ 7-f— ;UF 
£#«ILT77-<;l/v'7xZx2 1 4 0*ftlTRK1b3 
ft/c#£n VU/TSSx- * £75 -y -7 a ^ ^ 'J 1 

3 3 06^6K^aiLT^VxV , >S#ap2 1 1 1 izXti 
U 77'f;U*-2 6 0 3*ffl^T3>x>7ffl^a52 
1 1 UCJzMnUtZ* ^<D§«=l>x>'y2 604 
£'#T?I£SP2 1 5 Oicm* (T.^-y7S 2 5 4 0) . 

[0056] Z(D^IZLT. y^'J*-K1 300© 
75u/->a* : E'J 1 3 3 OKI*, H 1 KijVr<i:5&7 ; - 

C<kK&* 0 

<3-3. x— ?0!)3e->J.XTx / : EU*-K7U- 
1»2 0 0 0(Cj: , j3S:*nsy : E , Ja-K1 3 0 0K77 
-T/l/i LTiSflStifcx— BP*BHMb*ftfe»*a 
VxV^oyt'Ja-Kl 4 0 0'^©=! kf-i!HSK"3l"» 

[0057] 01 1tt, **'JA-K1 3 0 06^^i 
U*- K1 4 0 O'NOTx— Sifl)=ltf-l::o^T©SaS<D 

ICs y*UA-K1 3 0 0fl»S**'J*-Kl 40CN 
fl577'T;KDntr-«. IgfiES^T-CZSW*-^ 
«!iSX7 : -J'7S3 0 1 Ot. 7 7'T;UX7h i ;KaifflS 
7f77S3020L 77'T;U*--WMa^iO ! S7 
5^753 03 0£, WMfi'^, 77-f;b*--W 

M©Bg^kstf77>r;ux> h 'jtf-ii ©=itf-«is 

7xX^7S 3 0 4 0iltcfe'JS|31*tl?>o 
[0 0 5 8] □.—tflCty^t'JA-KI 300*<D1# 

S©77-r;i/*p< : E | ja-Ki 4oo*©its/\'7ica 

+ 2 0 0 01*, iSlia52 1 0 2K<£tK ^t'ja-Kl 
3 0 0©|gfiEgg1 3 1 0<t<D^T-*85igiiE£fTC\ P 4 * 
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'Jft-K1 SOOfrZVmittT^TmG*-! 39 1 
^7$*- 2 1 0 1 *fflL>TCti*ffl*ILrd£ 

m?3b**T<<Tmm*-3 1 o 1 s/t^hs*- 

ttM>2 1 0 3£ttMU ^'Jft-Kl 40 0 

4 1 0 tO)MTti«SBIE*ftl\ 
^■JiEl— K1 4 0 0^7^7@f+-3 1 0 5£t* 
T^7llW*-teSrtgP2 1 0 3tC«^f^ Ur77S 

30 10) o 

[0059] mwMf*T4 7m^*-m.^tmx : rv 

7S3 0 10^ ^t'J*-K7U- \>2 0 0 0l*. 
77-Obi/*7 1 A2 1 40£ttLT. 77'r>2«U 

1 3 3 OrtO)JL-1fK«l:yiS£*tlfc3tf-7c77^;U 

020) o Sfi, B^diU-c77*Obxy MJ 3 1 0 2 

warn 2 Ltc <fc ^ ic, BB#{b7 t 7 >f ;b*-»tfl« 

^{bWMtf^$*lZV£ 0 
[0 0 6 0] 77>r;l/XVh»J«D^ajL0)^ *^y 
ft-K7U— \*2 0 0 0(*. WMfl^S 

2 1 1 OKcfcy, 7 7^l/X>h'J3 1 0 2K^£ft£ 
9f^b77>r;U*-Rli : Bg^bWM^^^U^-K1 3 

0 ooyf r ^7 7 @w*-3 1 o i zm^T'&m,Ts it 

£<DaX£LTff 6*l*WM3 1 0 3£WMte$g|52 1 

3 1 04^=ie-fflaisgP2i 3oicaa^-r^ »fy 

7S3030) a 

[006 1] WM3 1 0 3£WMte&952 1 1 2lCfett 
LfcSL *^Uft-K7U— \*2 0 0 0tt* 3K-ffl» 
SSB2 1 3(He«fcy, tt"Ffc5W"WM*xy** 77^T 

jb*- • WM<7)Bg^{b&tf77^;bx>hy<tx-$<D 
□ e-«Bl*fT3 «r^S3040) . HI 2 It. 
WMfiy^ 7 7 -Ob*- • WM(DBg#fkatf7 7 >f 

[0 0 6 2] Utl 0 -fflSaSgP2 1 3 0li, WMttfcW2 

1 1 2fctttt*ftTl/**WM3 1 0 3*#B8U WM(D 
lK*9THKi«»W (X5 1 '>7 , S3 04 1) o 
WM3 103A\ F r e e*5Vr»£lCte* 7?^M 
-3 1 0 4MWM3 1 0 3*afcr-jfcTS*^'Jft 
-K1 4 0 0(DP<x<7 7 llW*-3 1 0 5*ffll^TBB# 
<bL (Xx77'S3 04 3) . Utf-JtilS^y^U* 
- K1 4 0 0-©75yS/a.^tU 1 4 3 0 K7 7<i)\rs 
Xt1±2 1 4 0K£^T77^;bx>hy£fWf* 

(7x775 3 0 44) o C(D77-r;bX>hUOf^AE 
li, 77^;UX>h'J3 1 0 2*0)Bg^fbWM7<-;U 

h\ 0f^b77^;U*-7>r-Jl/KtnX7 1 7"/S3O4 

*i* 0 77-r;i/x>hya)f^j$<D«, =ie-fflsa^gi52 

1 3 Oli, 77-f/l/'>Xf^2 1 4 0£j>LT=lfc?-7G 

Ki 3oo<7)it£7 7-</b£=itf-$ , 6 



T'fcS^'Jft-KI 4 0 00>*fi/<Xteae-U # 
gKJfc ITT^x y 7 S 3 0 4 4 »£ <fc y flF$ Lfc 7 7 -f /b 
lyMJSESfr* (777 75 3 04 5) . 
[0 0 6 3] 7T7 7S3 04 1lCjbV^ WM 

3103tfOne Copy^t«^:H WM3 1 
0 3<Dfil£No More C o p y*STffi»cS£ 
U ^^^SLfcXx^yS 3 043-XT77S 3 

0 4 5(7)ffiS^^-5o 77 l 7 7 p S3 04 1lCfi^ 
T, WM3 1 0 3tf x Neve rXliNoMo re C 
opy^-r^tct*. Xr77S3 04 3~7777 
S 3 0 4 5©ffla*X*y 7 LTfflS*»7 , r*. 

[0064] C<Dj:dKLT> **Uft- K1 3 0 00) 
757->n^ : Eyi 3 3 0tCtt3Srt*tlT^fclO<7)7 7 
-ObTSSx-^tt* y«y*-K1 400(0777^ 
a^^'J 1 4 3 OKakf-^tl^o 
<3-4. x-^^BlMXTv **'Jft-K7V-+ 

20 ooKcfcyfc^ft^y^ya-n 3 o oic77< 
xv^oy^yft-Ki 4oo / \cD^i)Sfl ! s^o^Ti5i 

[0 0 6 5] 01 3ti> ^'Jft-Kl 3 00^6^^ 
•J ft- F 1 4 0 O^x-^cy^SjK^T^ffl^SSt 

Tv ttaoytyft- ki 3 o ofre^yft-n 4 

l/>Ttt. Ell 1 lcfcl7£*n<h[^-4)ft^£ttLT^ 

[0 0 6 6] HHlcS , r<fc3K* **'Jft-K1 30 0 
A^S/^yft-Kl 4 0 0^(07 ISliE 
Rlfyx^7@^*-a^iaS75 1 77S30 1 0<h, 

7 7>r;i/x>hygca3sa^77 i 7 7 , s3 0 2o<i:. 77 

-fib*-- WMI§J[117t7 7S3 0 3 0<!:, WMf 
17^ 77*Ob*- • WM©B^k»tf77<;bX> 
h , Ji:7 r -^^=ltr-SD ! SX7 1 7 7S3 0 40i:, 7 7 
-<ib*-B^fbatflEff«BlXx7rs 3 5 5 OirKJ; 

ysia*ti^o 

[oo6 7] iL-ifiCctyy^yft-Ki 3oo*<d& 
^077<;b^p< : Eyft-Kl 4 0 0*<*m£M o 7>K& 

ifi-r^* B^ifijg/T>^sttfc>< ^ y ft- k?u— f 2 
oooii, 1SESP2 1 0 2tc<fcy, ^^yft-Ki 30 

0(DBBES1 3 1 0 t<DPJT'*BSBE*ffl\ ^'Jft 
-KI 3 0 0fr5V£mk*T>(7 7 ®m*-'\ 3 9 1^f 
T. T7^*-2 1 0 1 *ffll*TCh*«#LfclSS? 
S^^T r -<7®W*-3 1 0 1 ^^x>T7®W*-*Sii« 
352 1 0 3fcte*AU ^^'Jft-Kl 4 0 0(Tj|g 

BE91 4 1 Ota)IH?tiffiSBE*fft\ (Wl^^^y 
ft-Kl 4 0 0tD^f>r7i^-3 1 0 5H^r>f 
7 , B«*-«M*»2 1 0 3lc«Wr* (7T77S3 0 

1 0) o 
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[0068] vs&xf* 7H**-a»jrazy v 

7S3 0 1 Qoy&s *^'J*-K7U-V2 0 0 0I±* 
7 7>Ol/S'X7 1 A2 1 4 0£*rLT, 77»r>2^ : E l J 

1 3 3 0^tDZL-+ftC < tU^*tl/c:=lt=:-7t77^;l/ 

£»£**77*/bxvhy*tt*ajT Ur77S3 
0 2 0) o Bc*a5Lfc77'OI/X;/MJ3 1 0 2 

(ftcttB 2 fcif* LfcJ: ? B^fb7 t* -Ob*H5KflO 

[0069] 77^/l/X>MJ<D6B*ajL<D&, *t"J 
*J-K7V— MOOOtt. 7 7^*-' WMtt^SB 

2 1 1 OlCcfcU> 77^;bX>h'J3 1 0 2K^$tl* 
Bf^fkWM^y^UA-KI 3 0 0^^x^711^- 

3101 sffli^Tffi^LT, a^oeatLTffsn* 

WM3 1 0 3£WMtel|flS|5 2 1 1 2lC*«AU ffg^{fc7 
7>OU*-£^ : Eya- K1 3 OOE^t^ZIIW*- 

3 10 1 £fflL>Tif^L77-OI/*-3 1 0 4£{f3 
(X?77S3030) o 

[0 0 7 0] WM3 1 0 3&tf77-Ol/=lP-3 1 04^ 
SElSLfc*. *«y*-K7l/-*2 0 0 0li* nfc?- 

ffl5a^SP2i 3 0ic<ty, wMfry^ 77^/1/*- 
• wM<DBg#fbStf7 7'Oux;/ h y ^x-^^n tf- 
«hs«ti* (7^^5 3 040) % wmmvsmt&2 

12 0tCcttlx 77<i^-3 1 04^-^x^711^+ 
*Hb77>OI/*-*, 7 7<<)\si'7, : rU2 1 40{C<fcy 

77^T;U+-7-<-;bK^**ai^ £fcMa'K77>f/l/ 
x>h'J*»L«r77'Yib«»J? (BK H3*HD 
0)F i leCharacteristic s7-r— ;U K 

S 3 5 5 0) o 

[007 1] ZLOJi^lzLT. y^U*- K1 30 00) 
7 ^ y a * * 'J 1 3 3 0 K*att*hTt^c 1 1<D7 T 

-r;UTfe^x-^ti, y*y*-Ki 400^777^ 

a^^EU 1 4 3 Ofcafcf— £tu Utf-7£077>riUlC 
WTHflJI***l*. fcfcv *J»*tlfc77-f/WCW 

^vzfrmftmzmm (777*>a^tu) affiin 

yi/ay^UflOltaMx-^WBltt. UDFtlWU 

77^7-f-il/Ks «HWb77'OU*-7-f-/l/K* B 
^bWM7-r-il/K*SIILftfca)T6«. S£oT, 7 
7-^l/XV hywWc^Ttt* S6JS©JB»1 il^lSla) 



[0 0 7 2] H1 4tt, **0)JB«2lC«*7 7-fJH 
81 1 lc«*77-<iUx V h 'J £[i]-[*3§tf)7>r -/U Klc 

£3E xtendedAttr ibutes [] 7*f — 
iUK2 1 3I& De s c r i p t o rTag7<-il/K 
5 10 1 Imp I ementa t i onAt t r i 
butesLocat i on7^f-il/ KS 1 0 2ts A 
ppl i cat ionAttr ibutesLocat 
i o n 7 *f — K 5 1 0 3 £\ Imp I ementat 
i onUseExtendedAt t r i b u t e7-f 
-JbK 5 1 0 4. 5 1 0 5§<!: x Appl i cat io 
nUseExtendedAttr i but e7-f — il/ 
K5 1 0 6. 5 1 0 im tfrSKZo 
[0073] llT\ Descr i ptorTag7-r 
-71/K5 1 0 1 it. tt3Utt(0»giJ?^rS£fl«tt 
Ht«16/^K3)7-<-ibK?$«. Imp I erne 
ntat i onUseExtendedAt t r ibu 
t e7-f-/UK5 1 0 4. 5 1 0 5S»*. *ti?tii/X 

K?*y% *-<D5fcgMft!lfl^ Impl ementat i 
onAttr ibutesLocat i on7i — ;U K 
5 1 0 2 lctett3r*l*o 

[0 0 7 4] $fc. Appl i cat i onUseEx 
tendedAttr ibut e 7-f —iU K5 10 6, 

5 1 073m. *ti?fti-iftiHefflRrttftffia«it* 

*M*«RlM©7-f-/UKT«y, *fl>jfc«»#* 
Appl icat ionAttr IbutesLoca 
t i on7^-/l/K5 1 0 3 KtelSft* tx^o IrIHKH\ 
Impl emantat i onUseExtended 
Attr ibute510 Sifs 77^ MC2^T<DV§ 

^bKffli^stifca^«?a^L«uBBr*ttiWtta) 
7*r-/l/F («T* BWflM7-f-n#K£i^. ) ?6 
«fl*a%LT&y, SRB^1tffl7-f-JURi*5K, 
A t t r i bu t eTy pe7-f-;l>K5 2 0 1 t, A 
t t r i bu t eSubTy pe7«<-;l/K5 20 2 
ts Rese r ved7^-il/K5203ts Attr 
ibuteLengt h7-f — Jl/K 5 204^ Imp 
I ementat i onUseLengt h7*r — )]/ K 
5 2 0 5 <fcx Implementat ionldent 
i f I e r7-f-;l/K5 2 0 6i, HeaderChe 
c k s um7^-ibK5 207t, W^fb75*7-f- 
il/K5208h Rese r ved7>f-Jl/K5 209 
«Wb77*fJU=lr-7-f-Jl/K5 2 1 0 BKfb 
WM7-f-iUK5 2 1 1 fc"WBJ**tl*. 
[0075] Attr IbuteTyp e7*f— /UK5 
201<tAt t r i bu t eSubTy pe7>f — iU K 

52021*. &&m&<D99k y7mm&&m*ti%7 
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&%C£*7r<T®%m, «*tf*tl?tll 000, 1 0 
tfteSflStt^, Rese rved7f-Jl/K5203. 

5 209i*. wmommtmmotctt><D : ?ffitft)m®.T-& 

[0 07 6] AttributeLengt h7-C-Jl/ 
K 5 2 0 4 It, Wmm&OV'f XZftlAT % 7 4 -iU K 
WJ» ^Ort^tiv Bi#if«7-f-;URt^Ttt6 
8£&5 0 Imp I emen t a t i onUseLen 
g t h7-<— ;UK5 2 0 5te* Imp I ementat 
ionldentifie r 7-C-./U Rcfl! < £7 <r - 

li> Bi^tt?87<-/URc-3^Ttt2 0<h£3. 
[0077] I mp I e me n t a t i o n ! d e n t 
if ier7-f-;l/K5 2 0 6(i, U31Stta>K&l7« 
tSift-rs 7 -f -;u KT'35 »J . Bf 187 -f -;u 
Tlifflilf, " * F I a s h Crypto Inf 
o" <b&5, Bf^k75'?*7.<-;UK5 2 0 8(i, 
<b77-OU*-7-f'-;b K5 2 1 0RtfBg^kWM7< 

-;uK5 2 1 1 ft^jaT^^ft^^/Tx-rifs^iSrt-r 

^7-<-;UK7«'J> ft±(fitf«y h*M T'$nJfWS6* 

[0 0 7 8] Bg^b7 7-OU*-7.<-/l/K5 2 1 0& 
tfBg^bWM7-f-;UK5 2 1 HCOt>Ttt. 

<81 ic<m**B»<fc7 7'-f/b*-'7-i'-Ji'K2 1 i&tf 

Bg^kWM7f-;bK2 1 2i:F«9§WU^T'«S. £ 
fcx Heade rChe c ksum7-f-;l/K520 7 
4 ~/U K 5 2 0 8 6Bg#fcW M 7 
-<-jUK5 2 1 1 $TU:tSjrt*n/c(i<D^i-y^^i»^ 
^■T57-<--iUKT*5o 
[0 0 7 9] &fc\ 77-<>H>r-yf>g<DBf^{b7 7-1' 
;b*-»tf»I^bWME>#BBxiiM$K 77"r^U©IB 
Six Hc*tilLII<07 ; 7-y->a^ : E , J'\©7'^-trXtC'3^ 

•3l/»T«\ x-*©e»0RfcW:» HeaderChe 
c k s um7-f-^l/K5 2 0 7lCti^i-y^-9-/»*»ai 

<mmwim 3 >acF. 3 ic^st 

<r5>*;U»fHMaM«* (75>>->a^ : BU) ©fiSW 
x— ?SI5i(::o^TlJiBfl-r*o HSS©^3lc^S77 
•yi/a^tUafitJIWx— frtlfjtliv J IS-X-06 
0 5$teK&£*ftTl^FAT3y<Dtig7*-7-y h 

7 7 -r ii/<o«^wsKHr*« mtmtz 

[0 0 8 0] H15li, SIS6©JBSl3lc^5x'fU^h 



ijmBOT-tumzTjiTmT'&Zo x-r w v yua 

61001*. £{t?3 2/f<rhG>*$<!r*fc , 5% 1 1 A" 

<<•- /UK*£*» *6K*8W0ft&T'££B§#{b77 

?7-f-;l/K6 1 0 1 <k* flHWbtf*lfc77-r/l/*- + 
WM7-<-;bK6 1 0 2<t£3*J. 
[008 1] 77-<;KDSttlix *'Ji-A7^l/e'y 

If y hAt 1 TSftlf x-r U7 h yHBtftf' J n-A^ 
^HCO^TODtCT'SSCt^U ?7xV U7 h U 
e-y htf 1 T&titfx-r U7 h USBtf+rTT-f h 
y fc-3^T©t»<DTfe3 £ <h *j5n U l/>-f tifctf o ?$> 
fttf. x-f U?HJ JIB #7 7 ^/UCftJST*fc<DTfc 

[0 0 8 2] Bg^{k7577-r-/l/K6 1 0 1 li, x-f 
U?r-'JJSi6 1 0 0©5tH^0/^ hB<fr?.<5:1 3 
/^hglcteM-r^l JUb (8k*-yh) *©Tti1tf 
•y KT% Bg^k*nfc77'r;U*-+WM7-<-yUK6 
1 0 2©rt^6^T'£^S6^-r7-<-;U KT'fc 

y, ski tf-> ham -pasnttwak oT-stiif&ati* 

[0 0 8 3] Bg^1k3'nfc77"l'/l'*-+VViV.7-f-,'U 
K6 1 0 2tt, xVU? h'J31B6 1 0 001 4/K h 
|*52l/WHf?C8^h (6 4tf>>h) <D7 

4 -iv kt-£ »j . mmomm 1 t-ikb^ l/c s 6 e » 

@W *-*ffi^T D E S 7/1/3'; XAlt«t »J Bg^bLT 
}#etl564bf-y Kx— Sn-5^b*tifc7 7"r;l/ 
+-+WM^Jrt-r*7-f-;l/ 
[0 0 8 4] 7^vz/n.* : E<)'\<D79-l27.iC-0^T 

1 lcfclt577'T;H>h , J^e> xVU? K'J^Blc 
^*nfcf£ltT$^ft46, g*W(Cii*JS<0flJSI1 

7Bg^bLftt,©T£5^b*n/c77-1';U+-+W 
M*tSWL/c±T^b757"7-<-;UK6 1 0 1 ©f*9 

1 icr^.. 

[0 0 8 5] ttcs 777->i^ : EUi!)S0f-ii«)i 
*liiL(cfc^Tttv x-f U7 MJISltf)8S#<b77?7 

f-/i/K6 1 o 1 ©F*g§*M -pafey, ao. 77^;i/0 

Stt<D*'J jL-L,^^/Uti*>y hSy t -9-7x-< U'? h 'J tf 
•y h^tttcOTS^Ji^lcli. x-f Ix'? h y«lK*K5 
T 57 7 -< /bflW^fl:* ftfc7 7 •< ;UTife5 1 WKT 

B|^b*tl/i:77'r;U*-+WM7-i'-;UK!b^6Bf 
^b*tl/c77-f;U*- + WM^IXyaiLT, ^f-f7 



(12) 
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®&*—Zm^T'&%tZZ £K£ y 7 7'Ol/*-»U : 

ch-p, WM£#$LT77Y;UDatf-ff£fr5;:<!: 
[0 0 8 6] J-X±. *£WK«£7^*;Ugm!&llSii 

(1) SUfiaMBH1T-tt, Viz*-? 4*7 
-^*Eg!-r5P< : Ey*-K5'r^1 2 00tt, PC* 
-KT*S-5c:i:i:L/i:6\ C*ilcBBE*ti*C£tta 

[0 0 8 7] $7c. y^y^-K^-T'S'rtlc^L/cZlV 
r IHHWWD-fflMBi/ t- Vr JlO V — »fl 

(2) gftaJBB 1 ?(*> 77f;U*-4fi2g|51 2 1 4 
ai$lcS^T77'r;U*-^fi2-r5c:i:i:Lft 

£/c. 77f /l/*-£/5£3n 2 1 4tt. SSLUOS^yt 

ya- KfrssttixoT* dtuccfcy^-rsaisicg 

-3l^T7 7-<;l/*-££firr3C: <h £ LTt <fcl\ 

(3) H«CDfl?« 1 **y*-K5'f*1 200 

%>Z.££Ltdi\ Z.tllzWfe-$tlZ>ZtttK<. a-+f 
fr5/U7- K*a»*«»*T, =SK/\'X7- Kfcffll^T 
;*7<:7@W*-£S&Ui:±Z\ 711 
#*-£Ei^T7 7Y;l/*-£Bg^bTac <!: <k L-T& 
<fcl\ CCDii^-lclis ^ya-KXU— Wcfc^Ta 
-+ffrSA°77- KfcSttfttfT, SK/U7- Kfcfli 

7'ii^*-=&ffl^TBg^{b77"r;u*-^^-rnif<t 
[0088] &m<j>Bmuzmz^x**-fc 

ffl©aTS?» H t7^U-7*-*t,fflt>5 £ £ £ LTfc 

,fc<s c©«^ *tV7Iis*-i*, /«y*-K© 

— <b LT> y : Ey*-K7Y^Xtt> : Ey*-K7U- 
LTfc J: <x CtildttlSLT^ty*- K77 



[0 0 8 9] *x-r7'iaS*-l*?7$*- : &ffl 
^T&§^b**lfcSHCtf7^U-7*-£ffl^T&&;*- 
*iT** 'J*»- K©BB^SBIEfl!>ia8Ta&1ISti* 
d<h<!:LTt«fc<. Ztc. ^x-r7@^*-l±, +r77" 
jU-7*-£ffi^T£&*tlfc&©^*$*-£ffl^T 

LT^ty^-FT'^-bT.gHiix i£a&»tf«#£fr 

[0 0 9 0] S-Sic. 77'-r;u*-OBg^bi::ffl^'5* 
-tt, +f77;U-7*-7-355;r<>:<bLTtK ?77> 
-7*-i^x-r 7@W*-©ffl^-y-T*5 Z £ £ LT 

(4) nmommi. 2?ii, wMt*yx-r7@^r*- 

fcEfTBg^bStU 77>OH>HJ©Bg^<bWM7 

J.;W©®£^TB§^b£n3C£<bLTt><J:l\ flJ* 
If, 77^M/*-£^TWMtfBg#<b75f*x£>2:i:i:L 
T«iJ:i\, S/c> Bf#<b77"r;u*-7-f-;UF<bBg^ 

fbWM7-f -/I/ KlCffi^3-n§BS^lb7 7' i'/i/=r- <h8g 

iLTt^. $fc. WMliBg^bi-tlflCBf^bWM 
7-f -IV Klctttt$ ft-S C i: £ LTi> <tc\ 
[009 1] %mwm 1 . 2 (Cfclt^Bg^b7 

7-</U*-7-f-JUK<hBg^bWM7^-JbF<tlix §1 
ffi©»fi3^fclt«Bg^bin/c77-l';U*-+WM7 
-f-;bK<D<fc5lc-<*{bLT i t<t:L\ IP*, 77"OU* 

-£\nm£ zmi&Dmmim^Tms Ltcmz. * 7 

-f7@^*-*ffl^TBg^bLT. H*<bLfc7<-^ 

(5) H«SOH5^1~3T^ WMli, 2tf-yh©CG 

Sl3l^LfcJ;5%F ATl©7*-77 K^<D$$ 

Sffi-rs^ictt. Bi^b?n/c77'r;u*-+wM 

A\ 7-rU'7hysa<D*fi^?ifiErtlciRS5J:5^ 

(6) *Sg©JB«1~3lCfc^T77'f;U*-Rt/WM 
OBg^{b7/l/dTy XUiD E S Tll/3 1 ) XUt Ltcb\ 
ZtUmmttlZZ. £WS:<. DESJJt^.©7ny7Bi 

[0 0 9 2] S/c. 77"f/l/*-<Dfcf«)/ hSCt5 6lf>y 

B»<k7 7 -T /!/*- 7 -r - KStf B^bw M 7 -r 
KWt'TXti. !}$(;: 8/W hlcPI^*ti^c<kl*^L\ 



(13) 
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£ft, mm<OWM2. 3T^LfclS^b77^<7)tf'> h 

(7) HJS©mHI1~3Ttt. 77"ni/*-EtfWMtf 

itT-fistb'jmmctttizzttLrcft. 77-r/i/ 

*-XliWM©-7D* ,i ?¥SLSt^<h<!:LT i £)<fet\ EP 
fcgtiBg^btf ^£7 7^i/*-fcif8jf ?*lf $8tt7 7 

*HbStt«$fi7-r-^ KXWflWfb^^-r-JU K 

(8) *«©»Bl~3"Wi, y^U*-K©75»S^ 
a * t y Ea*tl* x - * aBBtt 5 s - * Jftifi«CT L 
ft*, COifigHx- **ya-Kfi0M>ffii 

©B8«(ttca3i*Tfc*s?#3*<DT**. £ft. ^ 

(9) iMfHW> 77<f;P*tt»r*7*-f 

h yttB*7 7 •f/UB*iitt7CiffBtt/t- y*;uav 

6\ *ty*-K^*#77*j|/**77*;i>ttlAtt 

(10) &a©fi*ai 1 ftOSKa^fvytfl 

ttx 1 tt£V'Ji3V4ltt«1 7?"f/W:LTfcJ:<, * 
ft. ffilts 1 tt<fc y **i/»i&<&*i 7 r<(tobVC*>* 
<. 1 77-<;U(DrtSl*v tt©«fc&fcai$*n&t\ 

(id nmomm 1 t*i*. r-^oaaaaire^T 

©-»£WMifc. 77f/l/*-li. awTprBft*©* 

B]^flfi©a^«fcoTBi^fb*nft i fe©(cMiir*n«. * 

hyjc»*nscttLTt.j:t\ sft. ftWjjkzfum 
©Bur, 77-f;u*-©^6-rwM^tp«7 r 'rzilW 

*-JJlyW)aKJ:-3TIWfbr*CitLT*iJ:t\ 
[0 0 9 3] »»lCfc**5lW«©fcttfc77"f 

;U*-XttWM^Bg^b-T^i*. gUto^x-r?! 

i\ z tic:«j:y. MB77<r/i4Htisreici& 

©»M«**W9HEa:*fca^ «5SB3£ttfci)ft©7 7 
-f JU©??££5lfS UTBUI^ Lfc»»5E©7 7 -T 
***ttt.lclW6i607 7-r^*iWIIW*i:l^«l 
W5*iEae-*a±Lfcffla77^WIjSaatf 

(12) Jttta&ai* 2T'lis 75*y-7a**y©1 



7n-y*©*M'Xtf2 0 4 ctiKB 
£*ft£C<btt£<* 5 1 2MV XT* 

(13) HS«6<7)JfJSI1 T'its 13- \r 7 4*^0)7 

v-tz&mtttiJti- K<t ©p^T-> y 7; west «t y 

x-$£S*ff5C£<bLfttf\ 00*1*1 6£yh/<? 
U;b©&2£T&-3TfcJa\ C©li£> Z^-feXSIffllSB 
1 3 2 0tt>^y*-K1 3 0 0 t7?*>7MWM0> 1 
6 bf y VI U;KDT-**77y ^lyt'J ©x-£ 
tfy hB?S«8£9 Hc£»*?r5^©/tti|g©SJf& 

[0 0 9 4] $1ts 7<7-tZ£mt* : E>)t>-h°t<D8 
t&«\ Unibersal Serial Bus (U 
SB) H<D5Rffl<Dv"J7'iU/U*ffl^T i tJ:^U 
•JA-Ki 3 0 0« t USB©a^.^^lcii^ML>ii6T 
fcj;<, Sft. *-K#AP»cUSBr/^^*»ARl 
16* J: 5 L T U S B * * 5 * U S B Kfc £© 

U S BJBifl«»t«ftW«fl 5 "P#*J:3lcLTti<tt\ 

[0 0 9 5] $ft, s sV7l\tJ'i7>£LZ<f- 1*^ r-S 
h9~?*f8lo I P7o r-rwUTgBfcfroTfc 
«fct>. caymSs ^t'J*-Ko<f»7i-xi»T 
li I P 7o h3KIIMiej:>J I P7o hn;l/£&* 

(1 4) HS&©fl>Sg 1 ~3 KSLft^— ?«jIT*x-2 
*ESLftSSiift:*aSi • Bftattfcti: LTfcOV. 
[0 0 9 6] $ft, *B©JBB1 lESLfcidfty-i * 

K, Jfcx-rX*, 7U*->7>Ux-r7'7. ROMWS 

Cft6tc^**iftl9IB«*SS7n^A.tt. 51 
Ba>lfa-**7*ci$ p 5AiH5aB**T*«BaB 

icrvx h-ii/*ti*ci:ic«fey«fflictt*n*. fin 

«*«aB& h-JULft±fB&frJ§S7a?7A 
*a**frLT, US: J: 3*?*-*Ea 

[0097] 

S Lft P V If a-*a3WR U pTtl^T^ s;*ibafHWB 

a«*?*9T» «e7 7"riWc»tSLaa77-f;uo 
Battatar *nwi*«rtraiiHi*Ea Lfttssw 
ftaatLTfl>aaaaaa«isra!K ttaaanmaa 
aeaia«. m2a«ffliNTBg^^bLftt, 
©Tsspg^fbm 1 a*raiufta«*dfec & «aa 
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[0 0 9 8] ctucfcy, 77-<;l/©p*g§©Bi^<klcffl 
-f frVrntrs.* zi >x vygromro^— Jf^jiUlct. 

71'rt'XV h Vgmtfflft^ 77'Ol/X7 Y 'JWlcli 

swtcffis-5it6*x/cBi^k*nfc77"r;u*-«'^ 

ajL^iSS. SfoT. 77>T/KDSI^aiLIIBli. 
Bi^k£ftfc77-<>l/*-£^LT77'Ol/*-£ii 
7y"ryU*-*ffl^T77"f;K*9^ffl 

[0 0 9 9] IPS. T-f^JWrnKOttaUf-f* 

iii65/c«>ic> 7 7"r;umfaicM%^Bg^bffl©a^ffl 
j: tuf ^iS7 7 -< bom^om&itzmz z. t 

[0100] a:*, «riB*2a& nrettjna^itgi 

fl>WWe*a?lBa* tiTl^S z: <k <!: "T 3 C <!: t»?# 

cnictUs 77-r;i/*-©ui^kffl©atiiBS« 

S^-r^Cifi^T^ 77Y;l/©rt§^^-r^iIi:t 

[0101] ttlBffSflraKBSUf eie, SijlBBi 
mt% 1 a£IBIlLfc«i5E<Dft§tfW&frSfr£,TxTB§ 
<§<k*rfc7 7 ?*fB® LTc^iSEfcS&c: £ * C <k 

ICIBS^nT^S^lc-p^T^lfSTS^Bi^^^^ 
6\ filJjL»77'r;l/X>h>Jlf(D>Bie<DWS1f$B«ilEf 

757*Kg-3l/>T* 7 7-f;btf BS«<k*nTl'»** k *ti 
T^ftt**»*«Bir*C iff?**, crol^, SuIBS 
ai^ vsmty^v&s Bi^k*n/s:77'r;u+-A^ 
a&lcIB^* ftTV*a*ij* LTl^S<t£ let*. SE7 7 
^;i/<DF*g§iiBg^k*ft-tv*/c«K BuIBBg^<k*tifc 

7 7^l/*-£*I*fLT\ Ch^ffl^TaK7 7-<;U(D 
rt«*tt*LT«ffl-r*C <ktf T£> B^t77^, 

ZmLTVZtZlZlt. aK77'T;KDrt§»*Sg^k* 
tlTl^fctt. iiS77-<;UCDF«9S^ ; ?-©$*f'Jffl-r 



[0 10 2] $tc. *WBfc**x<r;?*;«fWMa* 
Ntftl** ®?afr LA^StojittlfcT-f -J$l\smft®T 
-**7 7<<>\/£ LTim Ltc=\ >bf^- frfj^lS y p[ 
tESx-f^^iUg^lB^ttTfeoT. buIB77-<;U 
KfllS LMJI27 7 ybOlB^ffiMtcBI-r £111 

[0 10 3] CfttCfcy. WM6\ raHK»lC£^«ff 
77-<;b©atf-^?T-pSE«. 77-OI/|*g§?25£ 

Bg^k?nfcx -c -7* ;wtf»T-' s» ^ssjg mc W M 
'JWUflsBWu bu!Bwm^77Y;I/ 

<k^5. 

[0 10 4] £fc* SuiBa^afrUiBUlBx-r -7*;US 

a*^L*s-ri««ii. BuiBs^a^L*. M2a^^^ 

T^kL/ctOTaB^Bg^fk®^ 36^ LTSS Jl <k <k 
w Mjb^7 7 -OW&a tf-RlglcBBf *1f SITS U «Sfll 

«a«*iEiBa*ti*ctii t 5. atr--r^*77-f;u 

7'T;l/Oalf-4i 5 fflaicff*SJ:-5lcttS. 
[0 10 5] *fc, *»Hlc«*7 r -f 5^*;«f«MMi 
®?afr LA^ffitt^ttlfcx-f -7 ^ ;US^*Slx 
*1«*S^T«»fl:Lfct.<!)*77-r;bi:L 
TIBS Lfcn y tfi-^K^IX y pTeg^x-f -7^;bSf^ 
%fBS^(*7-6oT, iui377-<;Hc*tJEL^77'f 
;K0lBSffiBJcB|-r«1f «*^Cff3Htai4 IBS UfcIS 
SWS^6E<k LTWgSIf Wm^'h; iulB'gSIf IB 
1iJlHtt*6[^ BUiamig^ m2a«fflO>TBg^<kL 

fctfl>T-s>*Bg^k!fr 1 a*iBaLfea«i:> auiBm? 

aft^L^SulBS 1 aXtetuIBSI 2a^ffl^TPf^kLfc 
t,0*IBSLfcSlfiE«!:^^t.-C i*^^rs„ 
[0 10 6] CtlKJcy. 77'TiKOrt^COBg^klCffl 

ffcmiatx 7 7fjKDrt§ica«>)itnTL^wM 
tctbs immftovnmmmziffiit?. ztc. 77411 
•yrt*. a 1 a&tfwMfcBg^HkLTias-rac: t^r-* 

5o SfoT. IB^ftlc7'7-b7.-r«gatt. «11t« 



(15) 
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[0 10 7] tnamwHtitttt. MBBiai: 

emit L TEii L fc^isE^tr E££TSC£fcT* 

>r ;u+- <k w m t tfmsz titc±T-vimt$titc t <d# 

[0108] fidiBx-f^^ji^mfcEaaifttt* 
etc. sKy^s^bafl^Eaafwc^-fexrsB 

[0 10 9] aE7V5?*jb*fHMBBBftlttr 

B t <m TfiSBBE* W5 f 5^f-f 7^?*# U 
BEB 2 a& BEx-r -7* JUgflMMBSSSttKa*! 
fia*33»TS »J , ISESS^iEWiSfSfc fcl^THuExf '7 
*;b*ft*EaBfttr6BES2a*liKfkLfc*©tf 

[0 110] CtUCfcy. !2IBcj5£ttLfc£Bfr6E>* 

eaafttt. Bg^<k*nrcm i axiinwflrtr ftfc w m 

©B^fci6©a*BliEa«?4jt*fc4&» MJBEBB 
#lc7^-b^r*«BttBIIKJiB*Ln:**U:i*» £1 
aXttWMWTP**. *fc» BE77-OM*Un i 
versal Disk Format USf-^TES* 

tiT&u. miwmmmmmt. universal 

Disk Format ICJjW , <57 7'OH> h 
i>MJ *4>tt3BttBB?S« C <!: £T* £ £ 

[0 11 1] C*ll£j:y» UDF51(£;©7^-bXgI^ 
Stt, Eaa#rt©7 7-fJl/*«fW*C 
5K£5o $fc, UDFJiHSOy^ -b^ittcwuiai 

tcfcu->TMfB7 7 <f juu f a rmy * •> hfc«e o t 
EaartiT&y. BEaaaaaai*, j i s-x-o 

6 0 5«iSa)FATS7*-7-y Hc&ttSxf U7 h 
IBx-r h y«l<*D*ffifflW*?»*Ci:i:T*C 
[0 112] CtllCfcy, FATl7*-77h5t(5© 
CitfT***?^**. *fc» FATS7*-T->h 



tt«©7* *XttBtttttMmitf» B9flrfr*lfc7 

7*/U©rtB*BBr*»iWT;l*«fc9fc4*. *fc, 
*fiBKa«EaBBIi, BE«S*1irS7^x-f7' 
«?*aa.«Eaa*l=» BEattBKBWfMrtifcT 
*5>*/WM»T-**77"rJW: LTKar«EB& 
ST-fcoT, BEEaBft&££BE*fT9BB¥B 

577 -Ob<k LTttEEBB*fcEaT*77-f /UEB 
#S«k, «2«*fli^TliW<k*tifcS3IBai«t. to 
IB7 7*;U©EBffiB(«:BTSBfflfc*BB«fc-*-p 

sy6^aiS77-<;nc 1 a i T»*sr*wifli 

KBi&T. BEEBBttlEEB-rsciSBBtrs. 

[0113] ctucfcy. 7 7*r yuortSwBg^ktffl 
t^fc* 1 ninwtiiitPMViiimiicE 

mtZtttb* EaaffcOBBBHatlcBStf*'* *fc» 
77-</Uf'3§<k%-5=I>7 1 > , ylf<Dl$WOx— ^flKfi* 

ict»«8W, ana, ■J*7 3"r;u*-*BW{kLT 
1 a^jBi/'TBg^ks-tifcT-f vvhrnmiT— *m 

7'OU£LTES*tU fro, DBBiatfB2B££ 

tttt#s, BEBaBfc, aKBS^k*nf=T-r^;l/ 
*fH*x- 9 5^ai lt^ LTS^r sn^ttB? 

E»iiffa«aicfBfi*hT^5iig^b*nfct5sa»i 

#S<kx WE73"f^iLTiai*hT^*BW<k*tl 

#sic«t yawstifc* 1 a*«^TS#LTHt-r« 
y-^a^w^atsajiscisiMitr*. 
[oii4] ztuzav* 73"TiUfl!)ttanwi*a*fc 
«6K«anBiaa*«a-r*i:raRK % mfiaum 
taawicffl«^t6nfcBi^k*nfc77'f;u*-* 

7 7 -r/U+-5^ LT7 7-T ;U*-*»* C J: 

y, 77-fiu*-*fflL , >T77'r;K'3S*fflaica#L 
[01 1 5] *fc» *^ic^i.Hij^sii. aaaa 

EtiJfU 6^, B5Emia*' i m2a*ffl^TBi^k* 

n/ct,©i: a^ 7 7 •< ji/aeattBicar sa& & 3tt 

tjb^BaMfttSlfBBJaicEaS-tiTl^EBfflM*^ 

t - * zmmtn tzaar %BJKf^BT« o buEE® 

Jttt<hffl5!8!iE ; £fT5!2liE^ig£. WE«aB«a«lC 

Ea*nT^*w^{k*nfcS3EB i a=&^^aj u a 
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2Siss«m3aT'Bg^bLTx BuEss^aiLfcffls 
kibhu KBmmmmsfpemis»\mm*. 77 

[0116] ctuctt;, W£m&fc®a?i®owtkz. 

£, SmBg^fclc^*Sg2S<tgfc*Sy<DSg3g;&ffl 

il£©lg 2 8*fflL^I§fST'li7 7 >f 

-f 3? : * Jl/gfPH&fcF'gS £ T % 7 7 •< ;U£25*IB&&{*fr 

ftmvmkft 2 a a is.wmm±t % z. t & 
immcommKmwi 

[011 xftwommtDBmi izm^-f-J^^m^ 

[02] 7 7"r;n>h'j©7 r — ?ffim*7fitmT-& 

[H3] 7 7-r;^ijiBai?o)f f — j'^ii^^-riiifs 
5. 

[04] ^nyxWia^^x^O^SEIT-SS. 
[05] ^^U^-K^f^l 2OO©«8^7D-;'70 

[06] P^'J^-M 300©P3gP«fig^-rEIT» 
5. 

[07] ^'Jfc-KI 30 0^(0^=1 VxV^IB 

[08] ^ t U 2j- K7U— ^O^SHTS^o 
[09] ^UXj-KTV— f200 0©«t67n->'7 
0T*£5o 

[01 0] y^EUa-Kl 3 0 0lCfe^5-n/i:^^> 

[01 1] ^'Jrt-Kl 3 0 0fr% t^'Jti-FI 4 
0 O'NOr-^rontf-lco^T^SasrojJiltxS^SB 
r— $*£/TVr0T-35S. 

[01 2] WMfi77, 77-rM/*- • WM08g^{b 

atf v h £7— to? tf-iaa^-r^n 

[01 3] /t'J*-K1 SOOfrb^t'Jfc-KI 4 
0 0^<D7-$<D&m\Z^T<Dmm<D%iftJ*iZf%w : r 



— jf^-r0T-s^. 

[01 4] fSte<&JBJg 2 fc«*7 7-01/17 MJtDx- 

[01 5] ltSg<D^«g3fc#£x'rU?HJJgI<D7 ; - 
[ft^iHW] 

101 tf-'ja-kfifillfSB 

10 2 -^^jilf SBCD-SB □ fcf- 

103 77"T/Hr'> HBifrf 

1 2 1, 1 2 2, 1 2 3 77Y;H1S'JIBJST 

110, 13 0 77"T;l/X> h'J 

1 4 0, 1 5 0, 1 60 

2 1 0 Bg^{fcJittSWSfi7 -r K 

211 Bg^k77-r;i/*-7-<-;UF 

212 Bf^kWM7-f -;UK 
1 20 0 ^'Jfl-K^-f* 

1201 nvxvys^as 

1 20 2 WM»ai95 

12 10 IB^SP 
12 11 

12 12 fgfESfl 

12 13 P^x-f 7 7 HW*-*S^35 

12 14 7 7'T/U*-£fl£i» 

12 15 WMPg^kSB 

12 16 nVxVU/Bg^fcSB 
1 22 0 7 7-<;U-77.xi» 
122 1 ISST'-^-tr^SJffllgB 
1 2 2 2 WlT^-feXfeMS 

1300 /tua-K 

13 10 |g£ES5 

13 12 *?<<TWfc*— 

1 3 2 0 T^-bXfcJW® 

1 330 75^-7^^^'; 

2 00 0 *^'JA-K7V— \» 
2 101 779+- 

2 10 2 BEES 

2 10 3 ptx-f7 7 iaW*-^SP 

2 110 WM^gfl 

2111 =1 vxv-ya^s 

2 112 WMtS&SB 

2 12 0 MRftSR»1b» 

2 130 □bf-fflSaSSP 

2 1 40 77-OI/7Xx/* 

2 14 1 HOT^-kXIHMB 

2 14 2 imPI^TM®® 

2 15 0 f?£8P 

5 208 Bg<§-<b75-?7-f-JUK 

5 2 10 Bg^<b7 7 -OU+-7 -< -IV K 

5 2 11 Bg^-fkW M 7 -r-;UK 

6 100 x-fU-^h'J^a 



^2000-1 638 82 



6 10 1 #mt7 5 <fy -f-iUK 

6 10 2 Bg^<k*ti/c77^;U*-+WM7-r-;u 



[HI] 



[02] 

7 7-y;px>mj 



c; 



7 7*MWIBiftT 



7 7 



,101 

,103 

,110 

,120 
,121 
,122 
,123 

,130 

,140 

,150 

,160 
,102 







flea 






DescriptorTag 


ifi 

ID 


202— 




iCBTag 


20 


203— 




Uid 


4 


204— 




Gld 


4 








205— 




AccessTime 


12 


206— 




ModiflcationTlme 


12 








207— 




UniquelD 


8 


208— 


- LengthOfExtendfidAttributes 


4 


209— 


-LengthOfAllocatlonDescrlptors 


4 


210— 






4 


211— 






8 


212— 






8 


213— 




ExtendedAttilbutes[] 




214— 




AUocatlonDescriptors [} 





[06] 



[03] 



301—1- 
302- 



303—- 



DescriptorTag 



File Version Number 



File Characteristics 



Length of File Identifier 



ICB 



Length of Implementation 



Implementation Use 



File Identifier 
Padding 



16 



16 



2 



3>hn— ;HC 



I H 



DATA/A : LI J iSS BUS 



-1300 




ADDRESS IN 



DATA IN/OUT 



(18) 



2 000-163882 



[B4] 



Xbf-* 1193 



*-#-h* 1192 



y-1000 

xVX:*W 1191 




1195 



-1299 



15] 



1100 



1 

7 

tr 
a. 
I 



1200 



« * - K * (PC* - K) ^>1210 



1202 



WM 



L 1201 



1211 



7x7 



^12 12 



jr ^121 5 



M2U 



1220 



7 r-Q^>XxA ^122 1 
$ ^1222 

|*S7*ix«away« 



Ml 



,1300 



I 



— H y^-faxwf^ 




1310 
1311 
1312 



4320 



,1330 



11 5] 



6100 



% l 2 3 4 5 6 7 8 B 10 11 12 13 14 15 16 IT 18 19 20 21 22 23 24 25 26 27 28 29 30 31 



7 M 



i 



6101 



T" 

6102 











eft 


eft 


X* 











(19) 



2000-1 63882 



17] 



WM- 



mm' 



(vx^EE^ 



^1601 
^1602 



^1603 



Vl604 



-S1510 

1391 



J3- 



S1520 i3idt1(^f7raf^ 



? 7 -f 



8& 



,S1530 



S1540 
S1541 



1330 



S1542 



1300 



[08] 




(20) 



^2000-1 63882 



[09] 



TUT 



2102 



2000 



• WM 



..2110 2112 



WMtttt* 



=3 >X>^ 
X 211I 



2150 



2140 



— r~ 













Ml20 



^2141 



Y 

2130 



j ^ei42 



1300 



1400 



i 



1310 
1311 
1312 

1320 



1330 



11 0] 



13l(TT (?f77B^"-) 



1330 



.1300 



mi 
> 



S2510 



/S2520 



77-fM- f: 



/S2540 



V 



r 



2604 



flOl 
£601 

2602 



2603 



(21) 



1$g82 0 0 0-1 6 3 882 



11 1] 



131' 



1330 



^,1 300 



ess 



4391 



,S3010 



BE. 



3105' 



7 Jfcx>HJ 



S3020 



S3O30 



7 7<M- 



rn 



3102^ 




^310 3 
WM 



3104 



,2101 
U01 



^S3040 



1430 



1400 1410 



7 7^>l 



77*JH>HJ 



[012] 




WM*No More Copy ij? 042 



S3043 



X>MJfl« 



^J3044 



5 tf-TC^b 3 tf-ft L^ 3045 




' &7 



5 



(22) 



t$||2000-1 6 3882 



11 3] 



131* 



1330 



r 



,1300 



1391 



^S3010 



4> 



3105- 



S3020 



7 



S3030 



7r<JK~ • WM0> 



3102^ 



^310 3 
:» { WM ) 



S3040 



^Qr ^ S3550 



3104 



1430 



1410 



7 7-f *x>MJ 



11 4] 



201 
202 
203 
204 



205^ 
206 



DBCdptorTq 



207 v 
208 
209 
213J 



214 



Uld 



GW 



UidqucD 



51011 




IfeoiptarT* 


5102/ 


* tapkunottoo Attdbutsljooflon 


5101 


Ambcrfoc AfirfbotK LoctfkB 


510i 




51M 










AfpiigfloD UbcButendEd Attfaite ' 




AfffisttaUsEifcodriAtkfliilE ' 









12 


t-9 


5g01 
5J02 


AftfrfeType 


4 


mm 


AtbflmieStd)Typc 


1 


MHO 


5^03 


tend 


3 


0 


5J04 


Aflribdt Length 


4 


G8 


5g05 




4 


20 


5306 




32 


•*FtehCryptoIofb" 




hwlff Quebec 


2 




5507 
55O8 
5gp9 
5gl0 
SJll 




1 


8tt 


Starved 


J 






8 




1 » 


8 





<-5lQ8 



(51) int. ci. 7 mas* f i ?-?>k (#*) 



G06K 


17/00 


G06K 


17/00 


T 


5D044 




19/07 


G09C 


1/00 


660D 


5 J 1 04 




19/073 




5/00 








19/10 


G 1 1 B 


20/10 


H 




G09C 


1/00 


660 H04N 


1/387 








5/00 


G06K 


19/00 


J 




G 1 1 B 


20/10 






P 





(23) 



&FJ2 0 0 0-1 6 3882 



H 0 4 L 9/10 R 
9/32 H 0 4 L 9/00 6 2 1 A 

H 0 4 N 1/387 6 7 5 A 

(72)»B# fit** K F*-A(##) 5B017 AA06 BA04 BA05 BA07 CA12 

*BBSPW***PWl006Wtt ffiTWB CA14 CA16 

SiittAdttA 5B035 AA13 BB09 BC00 CA29 CA38 

5B058 CA27 KA33 KA35 YA20 

5B082 AA13 EA12 GA00 JA08 
5C076 AA14 CA01 

5D044 AB05 DE02 DE03 DE37 DE49 

DE52 0E60 GK17 HL08 HL11 

5J104 AA07 AA14 AA16 EA17 KA02 

KA04 NA37 PA14 



